
Biometrics security

Trend report on biometrics: some new insights, experiences and developments

Prof. Dr mr J.H.A.M. Grijpink

Ministry of Justice / Utrecht University

ABSTRACT

Many aspects of biometrics remain far from being settled. This trend report sets out a number of relevant insights, experiences and developments in that regard. The report is based on the Jubilee Conference of the Netherlands Biometrics Forum (15 February 2007, The Hague) and the National Biometrics Conference (20 September 2007, Utrecht). Two trends appear to be exerting a stronger influence on the future of biometrics in society: 

1. Identity management and identity fraud prevention are becoming dominant aspects and

2. Technology continues to develop, increasingly from a security perspective. 
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1.
Trend 1 - Identity management and identity fraud as dominant aspects
1.1.
Identity management

It is becoming increasingly commonplace for biometrics to be placed in the broader context of identity management. But which criteria have to be met in the envisaged field of application? Is biometrics 'fit for purpose'? With the current state of technology only few biometrics applications lend themselves well to being used as a large-scale system for establishing precisely who someone is (identification). Biometrics can however help to ascertain whether someone is the right person (verification). Moreover, identity management can only be made and attained to a limited extent in large-scale applications. That being the case, the use of biometrics can rebound on us. When it comes to attainable identity management, it is sometimes better to seek less risky identity instruments than identity checks based on unchanging biometric characteristics. That does however force us to look beyond the technical aspects. There are other issues that are at least as relevant: in which situations and circumstances is the identity check to be performed? How much pressure of time bears down on the process? What does a successful identity fraudster stand to gain? 

1.2.
Identity fraud 

That takes us to the second emerging criterion for the use of biometrics: can biometrics help to prevent identity fraud, or does it sooner open the door to it? By identity fraud we mean somebody with malicious intent deliberately contriving the appearance of an identity that does not belong to him, using the identity either of someone else or of a non-existent person. An identity fraudster has no need for a document or identity card: he can also use a personal number, a photo, an occurrence or a biometric characteristic. That is because they all contain a suggestion of identity on which people base their conclusion on who they are dealing with. The most important means of checking identity (identity card, personal number, biometric characteristic) are of great value to fraudsters because they can – and indeed must – be used everywhere. The procedures are familiar, uniform and predictable. Exception and emergency procedures to handle exeptional cases (no ID document, e.g.) or conditions (a computer problem, e.g.) are almost invariably sloppy and improvised, and the person being checked often holds the initiative ('Sorry, I forgot to bring my passport...'). When carrying out identity checks we barely use any independent verification data, which greatly reduces the chance of anyone getting caught. On the other hand, there is the weak position of the victim to consider. As the world becomes more digital, identity fraud leaves more and more (technical) traces; but those traces lead not to the perpetrator, but sooner to the victim, who finds himself having to prove that he has not done something. For that reason the safe use of biometrics makes it necessary to substantially reduce the predictability of identity checks and sharply increase the quality of exception and emergency procedures. System designs to prevent identity fraud tend to simultaneously use several biometric characteristics or techniques, known as ‘multiple biometrics’. That takes advantage of the fact that it is not possible for an identity fraudster to successfully bend them all to his will at the same time. 

1.3.
Inadvertent side effects of identity measures

Identity instruments used to counteract forgery or false identity cards (document fraud) usually prove less suitable for preventing the misuse of an identity (identity fraud), and can even turn out to be counterproductive. For example: a name-number verification based on data given on an identity card makes sense if one wants to expose a falsified card. But if the identity card is genuine this verification is not very effective, because it always gives a positive result regardless of who is using it. Still worse, this useless verification makes it possible for someone to assume that identity unnoticed and, for instance, to make use of the personal public service number it contains (this is known as 'look-alike fraud'). Biometrics can prove counterproductive in much the same way and facilitate abusing someone’s identity. Using biometrics to establish whether the the identity card belongs to the person concerned, makes it possible by imitating the holder’s fingerprint or influencing the measurement to successfully pass for the legitimate holder. Thanks to or in spite of fingerprint checks in the criminal law chain, criminals are succeeding in using other identities in such a way, for example, that a conviction is placed on someone else's criminal record, a DNA profile is registered under a different name or that someone else can serve his sentence for him. 

1.4.
Privacy and security


Identify fraud represents a serious violation of a person's privacy and security because misuse of someone's identity or unchanging biometric characteristic can continue to dog that person's footsteps for a lengthy period without there being much he can do about it. Furthermore the traces of an identity fraud lead automatically to the victim. Because official bodies initially take the victim for the perpetrator, people often find themselves having to prove what they have not done. That is extremely hard to do, which leaves the person concerned having to live under an air of suspicion. When biometrics is applied, privacy proves to be closely related to security and reputation, depending on the nature of the misuse. For that reason the discussion about privacy in relation to biometrics is unlikely to abate any time soon, but the discussion will remain abstract if no explicit link is made with someone's security. The argument often put forward in discussions about privacy along the lines of 'I don't mind what they know about me, because I've got nothing to hide' clearly shows that the substance of privacy has gradually narrowed to 'having something to hide'. The question is whether that substance will continue to diminish. People who by chance find themselves fitting a risk profile although they are not actually included in the risk group will soon find that 'not having anything to hide' is something completely different from having to defend themselves against a false accusation. If the suspicion is founded on a misused unchanging biometric characteristic, the chances of anyone putting up a successful defence are slim to say the least. 

2.
Trend 2 - Technology continues to develop, increasingly from a security perspective

2.1.
‘Cancellable biometrics’ and disposable personal numbers 


We are now seeing initiatives which will lead in the future to a situation where in addition to today's security measures, the biometric characteristic and the personal number will themselves be given maximum protection through distortion of the original data, the latter not being stored, certainly not in an identity card. The use of distorted biometric data and personal numbers implies a security strategy at the technical level of the biometric or personal number detail, which is a welcome addition to security strategies at higher system levels such as that of an application (e.g. multiple biometrics), a procedure (e.g. authorisation) and an organisation (e.g. separation of duties). The general idea underlying the distortion of biometric characteristics and personal numbers is to make it possible to derive new uniquely identifying 'biometric' characteristics and personal numbers if they are compromised through loss, theft or misuse, without placing the real biometric characteristic or personal number under threat. That is why we refer to this as 'cancellable biometrics' and disposable personal numbers. 

At the time of writing (mid-2007) various biometric distortion variants are being worked on, each combining biometrics and numbers in a different sequence. Also, the so-called 'Austrian model' (Hayat et al, 2005) offers a safe strategy for the large-scale interoperable use of unique identifying personal numbers. The model relates to personal numbers, but despite that is an appropriate subject for a trend report on biometric personal identification for two reasons. For as long as it is not yet sufficiently safe to use biometrics in a large-scale situation, the distortion of personal numbers will be a more suitable line of approach than the unsafe use of biometrics. That is because personal numbers are replaceable and cannot be permanently compromised. Other than that, the significance of the Austrian model is that personal numbers used, for example, in other Member States of the European Union can be embedded without difficulty, which makes it interoperable. The model can also be applied to biometric characteristics or, even better, combined with them. A combination of distorted personal numbers with protected and distorted biometric characteristics gives rise to safe and reliable large-scale biometric applications. Here unfolds a promising direction in which to seek a solution for the safe and reliable use of biometrics in a complex information society. 

By way of illustration, four security strategies are set out below, three variants of distorted biometrics and the Austrian model for the interoperable and safe use of national identifying personal numbers. These strategies were presented at the Jubilee Conference of the Netherlands Biometrics Forum (NBF) on 15 February 2007. 

●
In the first variant (developed by IBM), the biometric characteristic is distorted by means of an irreversible mathematical operation. The result is stored in the identity card. Every other treatment of the same original biometric characteristic yields a different characteristic. Only the result of the distortion is stored; not the original biometric characteristic. If an identify card is lost or stolen, a new identity card can be issued with a differently distorted version of the original biometric characteristic. During an identity check the person being checked must offer his live finger. First, his fingerprint is distorted in the same way as carried out for the fingerprint stored in the identity card. Then the biometric comparison is performed using both distorted fingerprints, the stored and the live one. If the two are virtually identical, it is highly probable that the person being checked is who he says he is. The original biometric feature is kept out of harm's way. 

●
A second variant (developed by Philips) converts the biometric characteristic into a two-dimensional barcode with a random key that is concealed in the barcode. Different keys can be used to produce a large number of different barcodes based on the same biometric characteristic. If someone has to prove that he is the rightful owner of an identity card featuring one of those barcodes, he will first have to have a fingerprint taken. The key in the barcode stored in the identity card is used to convert the fingerprint now being measured into a new barcode, which is then compared directly with the stored barcode. In this variant, too, the 'biometric' comparison is based on the encrypted feature: the barcode. That way the real fingerprint is used as little as possible and is not stored or used for communication, linking data or biometric comparison. Another idea underlying the barcode distortion variant is that this approach will make it possible in the future to use many barcode scanners as reading equipment for biometric identity checks as well. 

●
A third variant (Utrecht University; R. Krijger, 2007) protects the fingerprint against being misused by splitting it into nine pieces which are then 'shuffled' to create a 'mosaic' finger. That is then stored in the identity card. The random key used to 'shuffle' the fingerprint is then itself distorted, but this time using the characteristics of one or more other fingerprints of the same person. This distorted key is stored with the 'mosaic' finger in the identity card. The undistorted key can only be restored by having fingerprints taken of the right person’s additional fingers used for the distortion process. That way biometrics provides a double identity verification. Only the right person can produce both the correct additional fingers to reverse the shuffling and the correct main finger to establish that he is the right person. 


This variant thus makes use of several fingerprints, and does so in two different ways. One fingerprint is used for the personal identification, the other fingerprints for the shuffling (protection) of the first fingerprint. This variant can therefore also be regarded as an application of multiple biometrics. It differs from the first two variants in that the biometric comparison is made with the real, undistorted fingerprint. But that fingerprint is not stored, and neither is the undistorted, real key that was used for the shuffling process. In this variant only the distorted key and the shuffled 'mosaic' finger are stored, based on the expectation that they will not be able to cause much harm. After all, an identity fraudster will not easily be able to get his hands on the real biometric characteristic. 

All three approaches relate to biometrics and share the aim of seeking better ways of carrying out safe and reliable biometric identity checks in the presence of the person being checked by greatly reducing the chance of the real biometric characteristic being misused. But even these more advanced biometric applications as yet have little to offer when it comes to offline administrative checks or online identity checks in the absence of the person concerned, at least when it comes to protecting the person concerned against identity fraud. In those situations we are better off using a system based on distorted personal numbers, possibly as part of a larger system that includes biometrics. 

●
In the Austrian model (Hayat et al, 2005), each citizen has a unique personal identification number (PIN), but one which cannot be used directly for identity checks, administrative links and digital communication. A central authority first issues each citizen a personal number derived from that PIN, known as the sourcePIN. This is obtained by adding a secret value to the personal number and encrypting the resulting number with the secret key of the central authority. If the result of decryption using the public key of the central issuing authority is legible, we know for sure that the sourcePIN is authentic. This sourcePIN is known only to the owner, and even the issuing authority is prevented by law from keeping copy. For each public sector a sector-specific PIN (ssPIN) is derived from the sourcePIN. This PIN is created by adding a random value to the sourcePIN and then applying a hash function to it which makes it impossible to reverse-calculate the original sourcePIN from an ssPIN. Within each public sector, this facilitates sector-specific online communication with and about the citizen, as well as administrative verification and data linkage: but not between public sectors, because sector-specific personal numbers belonging to the same person cannot be traced back to each other. To bring about the useful and accurate electronic identification and verification of a person in a physical setting with a derived personal number, the citizen must himself give out his sourcePIN and public key. Because they are both encrypted using that citizen's public key and are thus illegible to anyone else, the information can only be provided by once again rendering the data legible using that citizen's secret key. If doing this yields a readable result, the verifying authority has a large measure of certainty that the details are correct and that they have been presented by the right person. That does of course presuppose that the keys have not fallen into the wrong hands, for that is the weak point of a verification system based on personal numbers. The advantage, however, is that a compromised set of data can easily be blocked and replaced on the citizen's request. 

3.
Conclusion

This trend report marks the reorientation of the Netherlands Biometrics Forum (NBF) as an advocate of the safe and reliable use of biometrics and personal numbers. In the first five years of its existence (2002-2007) the forum has been working on a strategic vision. That has gradually led the NBF to pay more attention to the security aspects of this as yet unseasoned technology. The NBF decided in 2007 to adopt a more externally oriented social profile, featuring initiatives and direct communication with the principal social stakeholders. This can only be based on better solutions for the secure and reliable use of biometrics and personal numbers. This trend report shows that these are now available. 
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