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Introduction

The purpose of this article is to present a practical checklist providing insight into the many aspects of biometric identification of individuals. Part I of the checklist highlights the wide variety of biometric applications in the light of a number of aspects that play a role in the design of biometric applications. Part II of the checklist clarifies a number of criteria that biometric applications have to meet in order to be legally acceptable. Part III of the checklist sets out some items for consideration (reference date 2008) that can help taking socially well-considered decisions about how we apply the biometric technology to identification of individuals. Biometrics continues to undergo intensive development in many areas.

The scope of the checklist covers the computerised identification of individuals in social and economic life. Certain biometric technologies such as DNA screening are not (yet) suitable for this purpose and are therefore not discussed here. The use of biometrics to identify mortal remains and to investigate people's origin, descent or health also falls outside of the scope of this article. The author would like to thank Professor J.E.J. Prins, LL.M, A. Patijn, LL.M. and Dr J.A.G. Versmissen for their contributions to this article.

 

The term 'biometrics' is taken to mean the identification of individuals based on a physical characteristic using information technology. Checking people’s identities visually using a passport photo or a description would not normally be described as biometrics. We do however describe a check using a computerised system as biometrics. These days, information technology makes it possible for us to quickly digitise physical characteristics so that we can either depict them as biometric images or subject them to calculations that produce biometric data. This can be done with the contour of a hand or a finger, a fingerprint or the pattern of an iris. Even changing physical characteristics can be used for biometric identification of an individual, such as his voice, the way he moves his hand when writing his signature, or his rhythm when typing certain words on a keyboard. Biometric identification involves comparing a previously measured physical characteristic with the result of a new measurement at the time and place of the check in order to establish whether someone is the right person. The result of the previous measurement can be registered in the verifying authority's information system, and/or on a chip card held by the person being checked. The actual computerised comparison of stored and the newly measured biometric feature can be carried out at the location itself or at a distance. 

To properly understand the social significance of biometrics, we need to make a distinction between a person-related detail in a physical sense (derived from the body) and a personal detail in a legal sense (can be traced back to a person). Many people intuitively feel that a person-related detail must also be a personal detail as defined in privacy legislation. But an anonymous biometric characteristic, i.e. a separate biometric template without any clue pointing to the source person, cannot be regarded as a personal detail because it cannot be traced back to the right person, or this can only be done with disproportionate effort. A good example of anonymous biometrics is dirty glassware in a restaurant. It is a hopeless task to trace a fingerprint on one of the glasses to a restaurant diner who has already left. It will never be possible to find him. This could explain why we don't overly concern ourselves with that glassware in practice.

 

Although a biometric personal characteristic is by definition person-related, it is not necessarily a personal detail. The decisive factor regarding the legal position of a biometric detail is therefore whether it can be traced back to the right person without a disproportionate amount of effort. For this purpose we have to consider the application as a whole rather than the biometric detail on its own. We therefore have to take account of all the surrounding technical, procedural and organisational provisions. If a biometric detail within an application is truly anonymous, it is safe to say that its use does not in legal terms fall within the constraints set by privacy legislation for the use of personal data. There are no legal obstacles to the use of anonymous biometrics, and no new rules or measures are required 1. From the perspective of protecting people's privacy in social and economic life, anonymous and semi-anonymous biometric applications 2 in particular will have major significance in the future. For a biometric detail does not lose its anonymous character for a verifying authority if another authority (e.g. the card issuing authority) knows exactly who the person concerned is but may only reveal that information to a competent authority when required to do so by law or by court order. Many biometric applications do however use personalised biometrics, the detail being registered showing the source persons’s name, even if the purpose of the application can be achieved just as well with anonymous biometrics. 

 

Biometrics derives its significance from the person-related nature of the physical characteristic that serves as the point of recognition. Compared with the customary non-person-related identification methods such as pin codes, passwords, personal numbers, electronic signatures or encryption keys, biometrics therefore has a number of general advantages, depending on the application: 

-
you always carry a biometric template with you, you cannot forget it;

-
a biometric characteristic cannot be transferred to someone else unobtrusively,

-
a separate biometric characteristic without additional clues to the person from whom it originates cannot be traced back to this person without making a disproportionate effort;

-
biometric techniques are not subject to recognition errors due to faulty observation resulting from preconceptions, distraction or tiredness, for instance. 

At the same time, these advantages lead to more accurate identification of individuals and better protection of their privacy.

These general advantages are however accompanied by some disadvantages. Since a biometric reading does not yield exactly the same template value on each occasion, biometrics cannot ever offer complete (100%) certainty. There is always a chance (albeit small) of the right person being wrongly rejected and the wrong person being wrongly admitted. The more closely two measurements resemble each other, the more probable it is that both values relate to the same person. In a biometric application we need to state the extent to which two measurements can differ before concluding that they do not belong to the same person. The more precisely we configure the biometric comparison, the more certainty there is that the wrong people will not pass the verification. But that also increases the likelihood of people being wrongly refused access! The acceptability of that depends on the situation and the application. NB: many systems regard two 100% identical measurements as a sign of fraud, since the chance of this happening is infinitesimally small. That is in stark contrast to a pin code, for example, where only a 100% identical code is regarded as being correct.

 

The advantages of the biometric identification of individuals over human checks are however decisive if, in a practical situation:

-
a high level of privacy protection is required;

-
many human identification errors are expected, e.g. when large numbers of people have to be verified quickly, over a long period or at a distance.

That is why biometrics will become indispensable to situations such as these. People are gradually becoming aware that the use of biometrics therefore has to be advanced and that governments will have to do whatever they can to diminish the potentially negative effects of biometrics. 

 

Two examples

The first example is a museum application designed to prevent people from remaining in the building after it closes with the risk that they will make off with art treasures. This is an off-line local application for the biometric recognition of visitors using a biometric template. The biometric template is linked to a one-off pin code selected by the visitor himself. The application does not register any other information about the user. It works as follows. A visitor can only enter the building once he has entered the self-selected pin code and the access computer has calculated a biometric template based on a physical characteristic of that visitor, such as the shape of his hand or a fingerprint. He will only be able to leave the building again once he has re-entered his pin code, and the computer has not detected any significant deviation from the biometric measurements related to that pin code when he arrived. The computer then deletes both the self-selected pin code and the two accompanying biometric templates. A check is made to establish whether all biometric templates have been deleted every evening when the museum closes. If not, all visitors to the museum have not yet left the building. If a visitor is indeed found in the building after closing time, it is possible to establish whether that person is the one sought by the museum staff by checking with the biometric template that remains in the computer. 

This example concerns the anonymous use of biometrics, but accurately detects whether a visitor has remained in the building. It is directly established without human intervention that the same person has arrived and departed, without the need to register exactly who the visitor is. That underlines the fact that an accurate check of a person’s identity can in principle even be made using an anonymous biometric detail. 

 

The second example is a local application at an airport that is designed to detect suspect luggage, and to prevent people from being supplanted between checking in and boarding the aircraft. The passenger's biometric characteristic is measured at the desk when he checks in. The measurement is stored in a temporary file for the relevant flight, stating the numbers of the boarding pass and luggage labels. When the passenger is due to board the aircraft, the biometric characteristic is measured again as part of the safety check and compared with the template in the temporary file that accompanies that particular boarding pass. If the discrepancy between the measured values is too big, it is desirable to conduct a further identity check to establish whether that person has been supplanted. If the comparison shows that this is extremely unlikely to be the case, the biometric data are immediately deleted. If, at the time of departure, there is still an unmatched biometric detail left in the temporary register, the accompanying luggage can be traced and taken off the aircraft. This luggage apparently does not belong to one of the passengers who have boarded, and could therefore pose a security risk. Since boarding passes are issued in people's names they have been identified using legal valid proof of identity, this application makes use of personalised biometrics. If the personalised biometric data are deleted immediately after the flight, this application can still be described as a privacy-friendly use of biometrics. The advantage of personalised biometrics in this application is that in cases of doubts about someone's identity or unattended luggage, the airport staff immediately know who to look for. In case of an incident, the biometric characteristic can be used to prove with a high level of probability who caused it.

 

The person-related nature of biometrics does not by any means imply that it is impossible to tamper with a biometric detail or a biometric identity checking procedure. The actual sensitivity of biometrics to privacy intrusion and fraud differs between situations and depends among other things on the selected combination of technique and method of application, including the surrounding organisation and procedures. If it is easy to read the anticipated fingerprint, it is possible imitate it during the identity checking process. Another problem is formed by emergency or exception procedures intended for situations where an electronic verification system malfunctions, is out of order or produces peculiar results. In these cases people generally fall back on inadequate methods with a significant probability of error, such as a visual identity check based on a photograph or the acceptance of unverified or unverifiable details. It is common knowledge how easily even a properly trained inspector sees what he wants to see when visually checking someone's identity. And how difficult it is to distinguish between two people that resemble each other. Particularly, if you see only one of them at a time. When it comes to the computerised identification of individuals there is the additional aspect that - unlike in the analogue era - it is not the inspector who is in control but the person being verified. That person is able with complete certainty to trigger an exception procedure, for instance by using a defective pass. The security and reliability of a specific computerised biometric recognition system therefore depend only to a certain extent on the technique and the type of application. The social advantages of a wrongful admission have just as much influence on the number of infringements and the volume of damage.

An actual biometric application calls for a large number of implicit choices that determine its effectiveness and vulnerability to fraud, the level of damage and the implications for people's private lives. Many biometric techniques still remain vulnerable to fraud and privacy issues when used in large-scale, personalised applications. That calls for more security measures and more robust procedures than people usually think. That is why at the moment small-scale, semi-anonymous biometric applications are of great social importance. Within a small-scale application the voluntary use of biometrics is easy to organise with clear exception procedures for people who have serious objections to this new technology or cannot make use of the biometric system for some other reason. A number of varied small-scale applications offer a double advantage: the harmful effects of an undiscovered identity fraud can be kept low at the same time as increasing the probability of mistaken identity being detected in good time. Moreover, small-scale applications are generally sector specific, thus creating more protection against cross-sector linking of personal data with biometric details, while the legal rights embodied in the European data protection law (the right to complain, to have corrections applied, to have data deleted) can be exercised independently for each sector. That way, these rights can strengthen each other. 

There appears to be a development towards applications in which the biometric characteristic itself is kept hidden and is not stored. For communication, linkage, verification or storage, this involves the use of distorted biometric data that cannot do much harm. The general idea underlying the distortion of biometric characteristics is to make it possible to derive new 'biometric' details if they are compromised through loss, theft or misuse, without placing the real biometric characteristic under threat. But these more advanced biometric applications have as yet little to offer when it comes to offline administrative checks or online identity checks 'at a distance', i.e. in the absence of the person concerned, at least when it comes to protecting the person concerned against identity fraud. In those situations we are better off using a system based on large-scale use of distorted personal numbers as part of a larger whole where a minor role might be played by biometrics as well. The use of distorted personal numbers and biometric characteristics could produce a diversity of systems for the reliable, safe and accurate computerised identification of individuals in social and economic life. 

Biometrics is custom-built and very much on the move: a true challenge for information management.

 

THE CHECKLIST 
 

The checklist comprises three parts. Part I sheds light on the wide variety of biometric applications against the background of a number of aspects that can play a role in the design of biometric applications. Part II clarifies a number of criteria that biometric applications have to meet in order to be legally acceptable in the European Union. Part III sets out some insights, experiences and developments (reference date 2007) that could help us to take well-considered decisions about how we apply the biometric identification of individuals in our information society.

 

Part I Types of biometrics

This checklist is not exhaustive. Its purpose is to show that biometrics facilitates a wide range of applications, some of which give rise to few and some to many questions about the effectiveness of the identification of individuals and the protection of privacy. A distinction can be made between aspects that relate to the method of identification (A, 1-2), the biometric technique itself (B, 3-5), its implementation (C, 6-8) and some general legal aspects (D, 9-10).

 

A. Identification method

1
Identification or verification

This distinction relates to the intended knowledge of a person's identity. There are two alternatives:

-
establishing precisely who someone is (identification),

-
establishing whether someone is the right person (verification).

 

Investigating someone's true identity is rarely done outside of criminal law and asylum procedures. It is virtually always considered sufficient to establish whether a person is the right person. This, too, is the case if one tries to establish someone’s true identity by successively ascertaining whether some pieces of information or documents belong to the same person. This is often erroneously referred to as 'identification': it yields no more than a repetitive verification, thus increasing the probability that the person in fact is who he says he is. Verification goes much less far than identification because we remain unsure whether a person actually is who he says he is. But in many social situations that is sufficient. 

 

2
Inclusion or exclusion

There are basically two ways of identifying an individual, a positive and a negative approach:

-
we can establish whether someone is indeed the right person (positive). This is referred to as the 'inclusive' use of a recognition technique;

-
we can establish that someone is not the right person (negative). We refer to this as 'excluding somebody'. 

 

In the actual practice of biometrics this difference has serious implications, especially when it comes to comparing two biometric images. For example, when comparing a live fingerprint with a stored fingerprint, a single point of difference is sufficient to exclude someone with one hundred percent certainty! On the other hand, inclusive use never gives one hundred percent certainty, even though that certainty does of course grow with each point of similarity that is ascertained. Comparing a live biometric template with a stored one, it is only possible to perform an 'inclusive' identity check. If it is necessary to establish immediately that someone is not the right person (exclusion), templates of at least two different biometric characteristics have to be used. This way a person can be excluded if only one template is quite near its expected value and the other not. After all, in a case of mistaken identity, the chance of two different physical characteristics being very close to their expected values is negligible. 

 

B. Biometric technique

3
Changing or unchanging physical characteristics

It is important to differentiate between changing physical characteristics (voice, movement) and unchanging ones (fingerprint, hand shape, iris). In some cases, the one type of characteristic is more suitable for an application than the other, depending on the approach taken. Changing characteristics, such as movements when placing a signature are sometimes more difficult to copy or to imitate, but then again the use of a changing physical characteristic does not provide a fraud-resistant solution to situations where it pays to acquire more than one identity, e.g. by making a slight change to the signature movement the second time. That could gain someone a second admission pass, or make it possible for him to pass himself off as someone else in an emergency procedure. If that can yield big gains, it is better to use a unchanging physical characteristic when checking someone’s identity biometrically. The downside is that a unchanging biometric characteristic cannot be replaced if misused. Someone can therefore find himself stuck with the adverse effects of a compromised fingerprint for a long time.

4
Image of a physical characteristic or a template calculated from it

With an image of someone else's finger tip, someone can pass himself off as that person when checked. This approach could even be used to spuriously suggest someone's involvement in a transaction or action. That is not possible if use is made of a biometric template for personal identification purposes. A biometric template is calculated from a number of unique characteristics that are found in a fingerprint, for instance. Because the other information contained in the image is not used in the calculation, it is not possible to reconstruct the original image of the fingerprint from the biometric template. Dutch regulations do not yet differentiate between biometric images and biometric templates, but there are already countries that forbid (or want to forbid) the central storage of biometric images, or impose stricter regulations on the central storage of biometric images than those which apply to the central storage of biometric templates.

5
Distorted or undistorted
 
If a biometric characteristic is scrambled by means of encryption or by other mathematical or image processing in such a way that the original piece of data cannot be reconstructed, that is described as distortion. Compared to the original biometric data, that yields three advantages. First of all, there is not much harm that a person other than the source person can do since the distorted detail does not actually exist. Second, in cases where a distorted detail is compromised, the key or processing can be altered to create a new unique person-based characteristic to accurately identity someone without the original biometric detail becoming contaminated. Thirdly, several distortions can be used alongside each other to facilitate the sectoral compartmentalisation of identification mechanisms whilst retaining - in each sector - the ability to incontrovertibly establish the identity of the person concerned. That forms an important pillar of privacy protection in any large-scale exchange of information, also international, such as that which will develop in the future in relation to someone's medical file, identity file or criminal record. See also section E in checklist part III.

C. Implementation

6
Central or decentralised storage 


At the one extreme, there is the decentralised storage of a single biometric detail in the hands of the person from whom the biometric detail originates, such as on a chip card. This makes it possible, for example to check from a distance and off-line whether the actual user of the chip card and its legitimate holder are one and the same person, which makes privacy-friendly applications possible. The other extreme involves the storage of all biometric data in a single central file for checking a person’s identity online. ‘Central’ in this context means that all stored biometric details can be directly accessed and compared with each other in a single run. The biometric details can be physically concentrated at the same location, but this is not necessary. This central file makes it possible to perform checks that would not be possible with separate chip cards. The administrator of a central file of biometric images can, for example, establish that a person is extremely unlikely to be included in the file, even under a different name. The distinction between central and non-central is of legal significance because central storage involves more social risks. 

 

7
Small-scale or large-scale


In a small-scale application, the uniqueness of the physical characteristic is less important because the chance of two individuals having virtually the same physical characteristic reduces as the target group becomes smaller. An important legal point is that the large-scale application of biometrics appears to qualify sooner for preventative governmental control or another form of regulation because the risks to privacy and the risk of falling victim to crime are more difficult to manage, and there are more opportunities for people to deliberately pass themselves off as someone else. Small-scale applications are less risky and will in principle be more likely to promote privacy, certainly if a large number of small-scale applications are gradually developed which make increasing use of different biometric techniques and application types. When applied on a large scale many biometric techniques remain sensitive to fraud and are vulnerable to privacy infringements, which makes extra security guarantees necessary. Examples include the simultaneous use of several biometric techniques (known as multiple biometrics), the technical protection of the biometric characteristics (e.g. by distorting the true biometric characteristics and/or the key used for that purpose) and the application of more robust procedures.

8
Open or closed target group 


A closed target group is one in which each person who passes a biometric checkpoint is expected to return to the same checkpoint within a short period of time. In a closed group of this nature, the chance of two virtually identical measurements that could lead to mistaking a person's identity is smaller than with open target groups. Within closed groups a simple application using semi-anonymous or anonymous biometrics yields a check in which an outsider has very little chance of successfully passing himself off as one of the members of the group.

 

D. General legal aspects

9
Anonymous or by name (personalised) 


If biometric data cannot be traced back to persons (anonymous), they cannot be regarded as personal data and there are in principle no (Dutch or European) legal obstacles to the use of these biometric data. That is not the case when it comes to personalised biometrics, when the biometric detail is registered in someone's name or can be linked to a name without making a disproportionate effort. Privacy legislation provides for various protection regimes for biometric personal data, depending on their degree of vulnerability and the purpose of their processing. When deciding whether a biometric application can be regarded as anonymous, we need to consider the application as a whole, including the procedures, security and management.

 

10
Compulsory or voluntary 


A legal basis is needed to oblige citizens to cooperate with biometric identification by the government or private bodies in the public sector. Conversely, in the private sector the voluntary use of personalised biometrics is in principle permitted without a legal basis, unless the biometric characteristic can be used to establish someone's race or origin. For the voluntary use of non-sensitive biometrics it is sufficient to make use of arrangements under contract law, provided that the constraints of privacy legislation are observed (see checklist part II). But when is voluntary cooperation truly voluntary? This is not determined by market conditions alone, but also by the existence of a fully-fledged alternative without biometrics, so that true freedom of choice is possible. It is possible to make a case defending the government's ability to apply biometrics on a voluntary basis as described above without any explicit statutory provision, but that is not certain. 

Biometrics is custom-built. The identification methods of exclusion ('that is not him') and verification ('he is the same person, but I don't know who he is') can, for instance, be effectively combined in small-scale applications, certainly if the target group is closed. In these cases simple techniques and procedures are sufficient. 

 

Part II Legal rules of thumb for the use of biometrics

The summary of legal rules of thumb in this second part of the checklist does not claim to be exhaustive. Since the development of the technology is by no means complete, and the number of operational applications of biometrics is still limited, it is not yet possible to gain an overall impression of the social risks involved. For this reason it is not yet clear whether the government will impose further regulations on the use of biometrics in the next few years. None the less, a number of basic rules can offer a frame of reference regarding the question of which biometric applications are legally acceptable. In cases of doubt about the admissibility of an application, it is advisable to seek advice from the national Data Protection Authority which is also the address for questions and reports.

 

1
Sectoral boundaries

One of the foundations of the protection of privacy is that data originating in a certain sector cannot automatically be used in other sectors. A biometric application therefore requires clear boundaries, regardless of whether it has a private or public character. Sectors in this context include banking, healthcare, immigration, law enforcement and education. Biometric applications of a cross-sectoral nature call for explicit support in society. After all, the implications for privacy protection would only become apparent gradually and over a broader front than what would initially be expected. Regulation by law could by its nature supply the necessary social support.

 

2
Clear, recognisable and permissible objective

The purpose of using biometric data must be made clear and recognisable to all involved, for instance, by displaying an explanatory text at the place of use. In the case of a government application, democratic decision-making usually results in sufficient familiarity because a generally binding regulation is usually required for the application. An unlimited objective is not adequate, and neither is an application with several mutually irreconcilable objectives. The mutual balance of power between the customer and the company plays an important role when assessing the permissibility of the objective of an application in the business area. In a situation dominated by the client, a company has more space for the legitimate use of biometrics than in the reverse situation. 
 

3
Proportionality

The use of biometrics should be proportional. In other words, there must be a reasonable relationship with the objective for which biometrics is used. The use of biometrics should not in principle be chosen if the objective can also be reached using other, less radical means. Access to important buildings can be secured using the shape of a person's palm (protecting secrets, preventing theft or violence), but an alternative without biometrics should sooner be sought for secondary schools. The principle of 'anonymous biometrics, unless' could be regarded as an example of the application of this proportionality rule. If the job can be done without personalised biometrics, semi-anonymous or anonymous biometrics must be chosen. The same applies to the voluntariness requirement. If the objective can be met with a voluntary application, compulsion is a bridge too far. The basic rule of proportionality thus leads designers and decision-makers to the least radical application. The 'exclusive' use of a biometric characteristic to establish that someone is not the same person (see paragraph 2 of checklist part I) barely affects people's private lives, but inclusively establishing a person's identity does. Although information technology does in fact make the least radical designs of biometric personal identification technically feasible, there is in practice a spontaneous preference for the most radical designs, the 'inclusive' use of personalised biometrics. 

 

4
Subsidiarity

Subsidiarity means not having to take things 'higher up' unnecessarily. What an entrepreneur can arrange himself must not be done at branch level or by the government. What can be done by the municipal government should not be taken over by the provincial or national government. This general principle holds equally true for biometrics. What can be done at sectoral level must not be tackled with a general solution. If a biometric application can fulfil its purpose without central storage, the biometric characteristic must be stored decentrally. In this context the purpose includes adequate fraud prevention. If decentralised storage does not offer sufficient alternatives for preventing identity fraud, a combination with central storage is not at odds with the subsidiarity principle. 

5
Precise delineation of the target group

The target group of a biometric application must be clearly defined. This is important to the legitimacy of an application, to the communication with the target group and the external verifiability of the data exchange. Also, the legal relationship between the parties depends on the target group. If the target group is the entire population of a municipality, the obvious approach will be to impose regulation with a local by-law. If it concerns the personnel of a company or the clientele of a shop, the rules and agreements will have to be laid down in the employment contract or general terms and conditions respectively. 

 

6
Security

How we define good security in this context depends on the risk of abuse. Procedural and organisational safety risks need to be taken into consideration, too. The key principle is that if security is breached it must not be possible to get hold of a unchanging biometric characteristic that can be traced back to a certain person. This is backed up by criminal law, but a breach is only punishable if the registration of the biometric detail is secured against unauthorised alteration or viewing. Criminal law requires some protection, whereas privacy law requires adequate security. In this context the system level of the various security components is also relevant: at application level (such as encryption), procedural level (such as authorisation) or organisational level (such as division of tasks). It is pointed out under 'developments' in section III of the checklist that the biometric technology itself offers extra security options. The large-scale application of unchanging biometric characteristics is highly likely to call for a security mix at each system level, the composition of which will depend on the actual risks.

 

7
External supervision

It may be desirable to have the use of biometric data supervised by an independent party. This is important in cases where the law calls for proof of due diligence on the part of the administrator.

Partly in view of the limited practical experience and the ongoing technological developments, it is not yet possible to give an indication of the limits to the use of biometrics. This brief set of basic rules could be further developed on the basis of the practical applications used by the government and the business community. Biometrics is custom-built, also for the law. If it is possible to keep the biometric detail anonymous, decentralised off-line checking of a person’s identity can also be carried out perfectly well by small organisations. This provides adequate protection in many situations. There are in any case no legal problems regarding these types of biometric applications. 

Part III Insights, experiences and developments

The third part of the checklist provides an overview of some relevant insights, experiences and developments (reference date 2008). Many aspects of biometrics, such as legal concepts and standards, procedures and applications, technology and security are still very much under development. 

Insights and experiences

A. Identity management

Consider a biometric application from the broader perspective of identity management within the field of application. Which requirements does it have to meet? Is biometrics 'fit for purpose'? With the current state of technology only few biometrics applications lend themselves well to being used as a large-scale system for establishing precisely who someone is (identification). Biometrics can however help to ascertain whether someone is the right person (verification). Moreover, in large-scale applications identity management is only feasible to a modest extent. That being the case, the use of biometrics can turn into a disadvantage. If only inadequate identity management is attainable, it is sometimes better to seek suitable but less risky identity instruments than making use of unchanging biometric characteristics. On top of that, we need to look beyond the technical specifications. There are other factors to be considered that are at least as relevant. In which situations and circumstances is the identity check to be performed? How much time pressure bears on the process? What does a successful identity fraudster stand to gain? 

B. Identity fraud 

Consider a biometric application from the specific perspective of identity fraud. By identity fraud we mean somebody with malicious intent deliberately assuming the appearance of an identity that does not belong to him, using the identity either of someone else or of a non-existent person. An identity fraudster has no need for a document or identity card: he can also use a personal number, a photo, an occurrence or a biometric characteristic. That is because they all contain an identity suggestion on which people base their conclusion as to who they are dealing with. We only barely use independent verification data when checking people's identity. The most important means of checking identity (identity card, personal number, biometric characteristic) are moreover of great value to fraudsters because they can – and indeed must – be used everywhere. The identity checking procedures are familiar, uniform and predictable. Exception or emergency procedures are almost invariably sloppy and improvised, and the person being checked holds the initiative ('I forgot to bring my passport...'). On the other hand, there is the weak position of the victim to consider. As the world becomes more digital identity fraud leaves more and more (technical) traces, but those traces lead not to the perpetrator, but to the victim. This is an inherent aspect of identity fraud. The safe use of biometrics makes it necessary to substantially reduce the predictability of identity checks and increase the quality of exception or emergency procedures. Looking at biometrics applications from the perspective of frustrating identity fraud leads to applications that simultaneously use several biometric characteristics or techniques, known as multiple biometrics, because it is not possible for an identity fraudster to successfully manipulate them all in the same way at the same time. 

C. Inadvertent side effects of identity instruments

Established identity instruments usually turn out to be not suitable for combating identity fraud; they often prove to be counterproductive. For example: a name-number verification of an identity document that shows the holder’s national personal number makes it possible to assume that identity unnoticed. This verification always succeeds regardless of who is using that identity document, because name and number are taken from the same source at the moment of production of the identity document. The use of biometrics can prove counterproductive in much the same way. Using biometrics to establish whether the person concerned should be denied entry because he has been placed on a blacklist can reveal to that person the very fact that he is on the blacklist (and that he will have to send someone else or find another point of entry). Thanks to or in spite of fingerprint checks in the criminal law chain, criminals are succeeding in using other identities in such a way, for example, that a conviction is placed on someone else's criminal record, a DNA profile is registered under a different name or that someone else can serve his sentence for him. 

Developments

D. Privacy and security

Identity fraud represents a serious violation of a person's privacy because misuse of someone's identity or unchanging biometric characteristic can continue to dog that person's footsteps for a lengthy period without there being much he can do about it. Furthermore the traces of an identity fraud lead automatically to the victim. Because official bodies initially take the victim for the perpetrator, people often find themselves having to prove what they have not done. That is extremely hard to do, which leaves the person concerned having to live under an air of suspicion. When biometrics is applied, privacy proves to be closely related to security and reputation, depending on the nature of the misuse. For that reason the discussion about privacy in relation to biometrics is unlikely to abate any time soon, but the discussion will remain abstract if no explicit link is made with someone's security. The argument often put forward in discussions about privacy along the lines of 'I've got nothing to hide' clearly shows that substance of privacy has gradually narrowed to 'having something to hide'. The question is whether that substance will continue to diminish. People who by chance find themselves fitting a risk profile although they are not actually included in the risk group will soon find that 'not having anything to hide' does not weigh up against having to defend themselves against a false accusation. If the suspicion is founded on a misused unchanging biometric characteristic, the chances of any putting up a successful defence are slim to say the least.

E. 
Technology: ‘retractable’ or ‘cancellable biometrics’
We are now seeing initiatives which will lead in the future to a situation where in addition to all of the usual security measures, the biometric characteristic will itself be given maximum protection. For the use of distorted biometric data implies a security strategy at the technical level of the biometric detail, which is a welcome addition to security strategies at higher system levels such as that of an application (e.g. multiple biometrics), a procedure (e.g. authorisation) and an organisation (e.g. segregation of duties). The general idea underlying the scrambling of biometric characteristics is to make it possible to derive new 'biometric' characteristics if they are compromised through loss, theft or misuse, without placing the real biometric characteristic under threat. For that reason we speak of 'retractable' or 'cancellable' biometrics. At the time of writing (mid-2008) various distortion variants are being worked on, where biometrics and personal numbers are combined in a different sequence on each occasion. 

By way of illustration, set out below are three different ways of distorting biometric characteristics that were presented at the Anniversary Conference of the Netherlands Biometrics Forum (NBF) on 15 February 2007.

a.
In the first variant (developed by IBM), the biometric characteristic is distorted by means of an irreversible mathematical operation. The result is stored in the identity card. All subsequent different distortions of the same original biometric characteristic yield a different characteristic. Only the result of the distortion is stored; not the original biometric characteristic. If an identity card is lost or stolen, a new identity card can be issued with a differently distorted version of the original biometric characteristic. During an identity check the person being checked must offer his living finger, and his fingerprint is first distorted in the same way as the fingerprint stored in the identity card. The biometric comparison is then performed with the distorted fingerprint. If the two are virtually identical, it is highly probable that the person being checked is who he says he is. 

b.
A second variant (developed by Philips) converts the biometric characteristic into a two-dimensional barcode with a random key concealed in the barcode. Using a different key on each occasion makes it possible to make a large number of different barcodes based on the same biometric characteristic. If someone has to prove that he is the rightful owner of an identity card featuring one of those barcodes, he will first have to have a fingerprint taken. The key in the barcode stored in the identity card is used to convert the fingerprint now being measured into a new barcode, which is then compared directly with the stored barcode. In this variant, too, the 'biometric' comparison is based on the distorted feature: the barcode. That way the real fingerprint is used as little as possible and is not stored or used for communication, linkage or biometric comparison. Another idea underlying the barcode distortion variant is that this approach will make it possible in the future to use many barcode scanners as reading equipment for biometric identity checks as well. 

c. A third variant (conceived and researched at Utrecht University) protects the fingerprint against abuse by 'shuffling' it in such a way that a 'mosaic' finger is created. That is then stored in the identity card. The random key used to 'shuffle' the fingerprint is then itself distorted, but this time using the characteristics of another fingerprint of the same person. This distorted key is stored with the 'mosaic' finger in the identity card. The undistorted key can only be restored by a live scan of the second finger used for the distortion process. That way the same biometrics technology provides for double identity verification. Only the right person can produce both the correct second finger (to reverse the shuffling) and the correct first finger (to establish that he is the right person). 

This variant thus makes use of two fingerprints, and does so in two different ways. One fingerprint is used for the personal identification, the other fingerprint for the shuffling (security protection) of the first fingerprint. This variant can therefore also be regarded as an application of multiple biometrics. It differs from the first two variants in that the biometric comparison is made with the real, undistorted fingerprint. But that fingerprint is not stored, and neither is the undistorted, real key that was used for the shuffling process. In this variant only the distorted key and the shuffled 'mosaic' finger are stored, based on the expectation that they will not be able to cause much harm. After all, an identity fraudster will not easily be able to get his hands on both biometric characteristics.

All three approaches relate to biometrics and share the aim of seeking better ways of carrying out safe and reliable biometric identity checks in the presence of the person being checked by greatly reducing the chance of the real biometric characteristic being misused. But even these more advanced biometric applications as yet have little to offer when it comes to offline administrative checks or online identity checks 'at a distance', i.e. on the Internet or in the absence of the person concerned, at least when it comes to protecting the person concerned against identity fraud. In those situations we are better off using a system based on scrambled personal numbers as part of a larger whole where a minor role can be played by some suitable type of scrambled biometrics as well. By way of example, a description is given below of the 'Austrian model' presented by one of its spiritual fathers, Reinhard Posch, at the Anniversary Conference of the Netherlands Biometrics Forum (NBF) on 15 February 2007. Although that model relates only to personal numbers, it is an appropriate subject for a checklist for the biometric identification of individuals for two reasons. For as long as it is not yet sufficiently safe to use biometrics in a large-scale situation, the distortion of personal numbers will be a more suitable point of approach than biometrics. That is because personal numbers are replaceable and cannot be permanently compromised. Secondly, the distortion of personal numbers will lead to better solutions to the parts of the large-scale application of biometrics where biometrics is not really necessary, and often undermines the security of the rest of the biometrics applications.

E. 
Technology: disposable personal numbers as a starter for large-scale biometrics applications
In the 'Austrian model' (Amir Hayat, Reinhard Posch and Thomas Rössler, 2005), each citizen has a unique identification number (PIN), but one which cannot be used directly for identity checks, administrative links and digital communication. A central authority first issues each citizen with a personal number derived from that PIN, known as the sourcePIN. This is obtained by adding a secret value to the personal number and encrypting the resulting number with the secret key of the central authority. If the result of decryption using the public key can be read by the central issuing authority, we know for sure that the sourcePIN is authentic. This sourcePIN is known only to the owner, and even the issuing authority is prevented by law from keeping copy. An individual sector-specific PIN (ssPIN) is derived from the sourcePIN for each public sector. This PIN is created by adding a random value to the sourcePIN and then applying a hash function to it which makes it impossible to reverse-calculate the original sourcePIN from an ssPIN. Sector-specific personal numbers belonging to the same person cannot be traced back to each other, either. This facilitates sector-specific online communication with and about the citizen, as well as administrative verification and data linkage. To bring about the useful and accurate electronic identification and verification of a person in a physical setting with a derived personal number, the citizen must himself give out his sourcePIN and public key. Because they are both encrypted using that citizen's public key and are thus illegible to anyone else, the information can only be provided by once again rendering the data legible using that citizen's secret key. If doing this yields a readable result, the verifying authority has a large measure of certainty that the details are correct and that they have been presented by the right person. That does of course presuppose that the keys have not fallen into the wrong hands, for that is the weak point of a verification system based on personal numbers. The advantage, however, is that a compromised set of data can easily be blocked and replaced on the citizen's request. 
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