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Introduction
The purpose of this article is to present a practical checklist providing insight into over twenty aspects of number systems. Number systems are deeply embedded in our society. They are needed to uniquely identify people, social objects or phenomena, to register information and communicate about them. They fulfil many functions, often several at the same time. Decisions about the large-scale use of personal numbers are therefore of great importance to our emerging information society. The checklist provides a framework within which to identity and answer some crucial questions about the design, use and management of number systems. 

The scope of the checklist covers information processing and communication about people, social objects and phenomena, such as legal entities, immoveable property, objects, locations, transactions and occurrences. Although this checklist principally covers number systems in general, it is aimed mainly at personal numbers. Insights that apply to personal numbers are however often applicable to other numbers, especially when those numbers are accompanied by personal details, i.e. details that can with a degree of effort be traced to a person. In that case, that number is protected by the Netherlands Data Protection Act.
The terms 'sector' and 'chain' are used synonymously in this checklist, subject to the caveat that 'sector' does not cover too broad an area. We therefore refer to the 'agriculture' sector, but not the 'public' sector. The mutual process-dependence of collaborating organisations is preferably referred to in this checklist with the term 'chain'. Where it is not important to differentiate between sector and chain numbers, the preferred term is 'chain numbers'.

Since the Dutch Personal Citizen Service Number (General Provisions) Act came into effect on 26 November 2007 (Bulletin of Acts, Orders and Decrees 2007, 444), the most important person number system in the Netherlands has been the citizen service number (BSN). For those who previously had a national insurance (SOFI) number, all that changed was the name. Those who are not eligible to be issued with a BSN by the municipality of residence are (for the time being) issued by the Tax and Customs Administration with a SOFI number. The format of the two numbers is identical: people are permitted to use only one number, either the BSN or the SOFI number. At the time of revising this checklist (June 2008) the BSN had not yet been introduced in some sectors (state security, judiciary), but had been introduced in many others (such as education and healthcare). That is why this revision is based on the assumption that the traditional SOFI number for Dutch residents has been replaced by the citizen service number, even though the SOFI number is still being used for specific groups.
Number systems are logical series of numbers that are used, for example, to identify natural persons, legal entities, immoveable property, objects, locations, transactions and occurrences within a defined or definable group. These numbers can be number (purely digits) or alphanumber (digits and letters). The term 'system' is taken to mean that the number is assigned and later withdrawn according to certain rules, and that the use of the number is subjected to certain rules. 

Table 1 shows a number of examples of number systems. At the butcher's the number determines the order in which customers are served. The postal code takes our mail almost to the front door, and in combination with the house number a letter is posted in the right letterbox. A car can be identified by its registration plate or chassis number, a passport by its document number. People can see where they are by looking at the number on a road. Two telephones can be connected with telephone numbers. Also, each connection with the Internet has its own IP address, using which, information packets are directed from the one connection to the other. People can be distinguished from each other with personal numbers. Virtually all companies use their own customer numbers to separate their clients and keep the right details with the right client. Banks identify their account holder when issuing money or making PIN card payments by the combination of a pin code and a bank account number, a compilation of two different number systems. An example of a personal number in the public sector is the citizen service number (BSN).

	1
order of service at the butcher's

2
postal code and house number

3
car registration plate or chassis number

4
document number (e.g. passport number)

5
road number 

5
telephone number

6
Internet address (IP address)

7
client number 

8
PIN code and bank account number

9
citizen service number (BSN) 


Table 1. Examples of number systems

Number systems are deeply embedded in society. Most of them are used internally. External number systems in the public sector do however fulfil important functions in social chains. In some cases, chain-based systems of this nature have even gained an independent position at chain level as an independent, neutral basis for mutual communication to support the specific cooperation in the chain. There are also general numbers, which usually feature a geographical basis or area of application. 

Number systems fulfil many functions, often several at the same time. Simply being able to identity a single instance in a series is in itself an important function. A case in point is when one wishes to lay down a detail in a register or indicate a certain order, as a butcher would, for instance. By using a number it is possible to trace a detail or establish that two details belong to each other, for verification perhaps. Verification is much more effective with numbers than with words alone (name and address details) or images (photograph, signature, logo). When linking details from various sources about the same person, object or occurrence, the unique number can prevent, or conversely, reveal errors. The number can also prevent confusion when it is difficult or impossible to unambiguously write down an identifying personal detail. Examples include foreign sounds being rendered in various ways in Dutch, or information systems using only a limited letter-character set.

Number systems are attracting increasing interest. The education sector needed an education number, for which purpose the Dutch legislator decided at the beginning of 2001 to introduce the then SOFI number (now BSN) as the education number. In the health sector, the citizen service number has been used since 1 June 2008 to store and exchange medical data, known as the electronic patient dossier (EPD). The new name and the statutory ability to use the citizen service number in many public sectors do not in themselves alter the fact that there has in recent years been a sharp increase in fraud using the SOFI number in the social security area. Many people have more than one SOFI number or BSN; others make use of someone else's personal number and identity, with or without the knowledge of the rightful holder. If this contamination continues to spread over other sectors and, for example, renders the electronic patient dossier (EPD) unreliable in the future, we will find ourselves facing serious social problems. 

The example of the SOFI number problem that has come to light in the social security sector shows what can happen with any personal number system if a personal number is carelessly issued or if the use of that personal number is not sufficiently protected after being issued. Unfortunately, that is the case with virtually all of our public personal number systems. That is why number systems form an interesting object for information management, especially when placed in the broader context of identity and identity fraud and viewed from the perspective of the future information society. The increasing use of numbers for registration, identification and verification is a phenomenon that is inherent to the advancing computerisation of our society. The number is increasingly likely to function as an identifying feature in electronic data processing, verification and in fraud prevention. But the increasing use of numbers to identify people and objects is also revealing the vulnerability of number systems. Not enough attention is being paid to the management of important public numbers that will as time passes gradually fulfil an identification function. It turns out that there are many ways to frustrate number verifications, and identity fraud using personal numbers is rising sharply. In practice, a personal number functions as a pseudo proof of identity that people can use to misappropriate rights and other advantages (fraud and access to confidential information), or with which they can render themselves invisible (organised crime and terrorism). That can be done both 'online' and 'offline'. Personal numbers offer previously unimagined opportunities for that. At present, the attention paid to the misuse of personal numbers focuses mainly on breaches of privacy, but that will be extended more and more to the security of people and property. A compromised personal number or biometric feature can result in the victim having to spend years defending himself against a wrongful suspicion or conviction, followed by a bitter struggle to restore his good name or recover his loss. Often in vain, for the victim is initially taken as the perpetrator (after all, his personal number of proof of identity has been used!), and is often unable to prove his innocence. It is where privacy and security are becoming increasingly concurrent that security should become the key starting point for information management. 

As number systems gain significance in social and economic life (electronic communication, remote electronic verification), the correct functioning and the integrity of public number systems take on crucial importance. Prompted by increasing identity fraud and the terrorist threat, many countries have introduced a compulsory general public personal number or tightened up its usage, but large-scale number systems of this nature are difficult to manage without verifying information. That is why chain numbers with the accompanying personal numbers will become indispensable pillars of the information society as the supplier of these independent verifying details. But they will have to be properly managed and lawfully used. There is a pressing need to professionalise the number administration sector, with its own professional code and disciplinary law, for instance. The quality of the management of chain numbers is vital to the safety of society, especially the extent to which the misuse of numbers and the accompanying identity fraud are being actively frustrated. With this aim in mind, in addition to the generally compulsory use of the BSN, the Dutch BSN legislation has left sufficient space for combating fraud (also preventatively) using other verification data, including chain and sector numbers with related personal data. 

Once we stop regarding number systems as unimportant administrative or technical details, we will gain a clearer view of the difficult choices that number systems present in the political, administrative and information management areas. A case in point is the compulsory use of a single general personal number or, conversely, the use of several independently managed sector numbers. The choice between making use of an existing number and a new personal number system is also full of temptation and misunderstanding. For a certain application, a choice must be made between a personalised number, a pseudonym or an entirely anonymous number. This recently also included the choice between a public or secret general personal number. The more complex, mobile and anonymous the information society becomes, the stricter the requirements the development an effective (personal) number strategy set for designers and decision-makers. Managers and administrators, too, need to develop more strategic ingenuity for this - until recently trivial - subject of administrative technology. Otherwise, less suitable solutions will continue to be given preference in the future. This is illustrated by the fact that despite recognising that number systems are difficult to manage, people still ultimately opt for a single compulsory general public personal number. Bad choices are often difficult to reverse at a later date. That is why this checklist is important to everyone whose tasks include information management, regardless of whether they are technicians, managers, administrators or politicians.

EXPLANATION OF THE CHECKLIST
The checklist has been divided into four parts to make it clear and manageable. The more than twenty aspects are divided over parts I to III, which are separately explained below. Part IV presents a step-by-step plan for the choice, design or assessment of number systems. 

Section I of the checklist, Properties of number systems, discusses the function, area of application, unicity, format and significance of numbers. Each combination of these properties leads to another application, with specific pros and cons. The purpose of this list is to indicate the diversity of solutions available to those developing, introducing or managing a number system or who make decisions in that regard. The choice is determined by the problem that has to be solved using the number system. That problem can differ between cases or situations. It is often the case that people are only vaguely aware of this, and spontaneously opt for a number system with unnecessary restrictions or for the joint use of an existing number that is in fact less suitable for the envisaged function. 

Section II of the checklist, Aspects of number systems in private law, discusses the legal position of a number system from the perspective of Dutch and European privacy law. The points discussed are the objective, proportionality and subsidiarity, target group, voluntariness, storage of the number, scale of application, external supervision and protection (including screening/distortion of the personal number). 

Number systems for social objects and manifestations (legal entities, immoveable property, objects, locations, transactions or occurrences) are not generally subject to special rules for the protection of privacy unless they qualify as personal data. In that case the lawful use of the number is subject to many conditions, with additional conditions if the personal number with its related data concerns what is legally defined as sensitive personal data. It is for that reason that anonymous and semi-anonymous number applications will gain more importance in the future. A number application is anonymous if it is not possible without a disproportionate effort to find out who a number relates to, even on the basis of the related personal details. Semi-anonymity (also known as pseudonymity) is defined as a situation where one party knows who is concerned (e.g. the number issuing authority), but all other users of the number cannot find that out. That way, anonymous transactions are possible, but if required by law or ordered by the courts the anonymity can be eliminated. Despite all the restrictions applicable to numbers registered by name, people generally opt in practice for that type of number system, even if the purpose of the application would be equally well served with anonymous or semi-anonymous numbers. People tend to think that numbers registered by name are more secure than anonymous or semi-anonymous numbers. That is a misconception: security is sooner determined by the quality of the number management in relation to the scale, the range, the context of the application and the value represented by the number in social and economic life. Actively countering the abuse of the number forms an important aspect of managing a number system. The greater the range or the value of the personal number, the more complete and active the management should be. Unfortunately, that is rarely the case in everyday practice. That makes the number strategy - part III of the checklist - an important aspect of information management. 

The security aspect (including the screening/distortion of the personal number) deserves a special mention in this introduction since there are new developments in this area that could have implications for large-scale personal number systems in the European Union. This concerns the use of the Austrian model (Hayat et al, 2005), which has been shown to facilitate the interoperable use of the personal number systems of other Member States, so that each EU country does not need to issue its own personal numbers to residents of other EU countries and thus ultimately saddling all EU residents with dozens of different national personal numbers. That makes it possible to greatly simplify identity management at European level. 

Part III of the check list, Number strategy, covers a number of related subjects that provide strategic starting points for how a number system should be positioned and managed. The following points are discussed: positioning and interoperability, chain or sector linking in conjunction with vertical traceability, horizontal linkage, multiple chain use, management, the social effects of number systems, singular or multiple number strategies and development patterns of number systems. 

Vertical positioning proves to be possible at a minimum of three different levels, whereas horizontal positioning goes to the interoperability of a number system. Horizontal positioning calls for an answer to the question of whether or not to incorporate other, similar personal numbers from other geographical areas or substantive domains. 

Chain linkage is a special form of objective linkage that the Dutch Personal Data Protection Act (Wbp) generally requires for all gathering and processing of personal details. Viewed from the perspective of that Act, chain linkage proves to be a good starting point for all number systems. Chain linkage can however be achieved in various ways, with the extreme variant being an individual chain number system. Two other forms concern a chain-specific derivation from a general personal number (the Austrian model, Hayat et al, 2005) and a chain-specific linking of a general personal number to a chain-related personal detail. In all of these cases someone's personal details from various chains or governmental sectors cannot be directly linked, whilst vertical traceability remains within the chain. That way, it is possible to ascertain who a chain-related number concerns. In the Austrian model, the active cooperation of the holder is needed for that purpose. In the absence of that, it remains possible to establish that someone is the right person within a chain or sector. Finally, it is not possible without a disproportionate effort to use someone else's personal number.

The alternative, using a personal number in more than one chain, throws up additional management problems. Whether they can be dealt with depends on the type of number management (nature, scope). In practice there are at least six different forms of management. 

That takes us to the point that number systems have two important social effects. Firstly, numbers can streamline the exchange of information between organisations in chains by structurally counteracting errors and chain failure. Numbers provide guarantees against writing errors and discrepancies, but there are many management routines available for numbers that are more difficult to put in place with text or images. Secondly, number systems offer ways of enhancing the protection of privacy when processing and exchanging personal data. That can be done by using an individual (chain) number when storing personal details (this limits the ability of the organisation's own staff to link these personal details to details from other chains). And in the communication between chains a number administrator can convert the chain number of the chain making the enquiry into the number of the chain receiving the enquiry and vice versa (this limits the further spreading of numbers that are alien to the chain and veils the destination of a detail). 

An explanation is given of why a simple strategy for personal numbers is not sufficient in a complex information society and why up to now rather than opting for a multiple strategy people have generally come up with the least secure singular strategy, a compulsory general personal number. Fortunately, the situation in the Netherlands appears to be changing. The current citizen service number (BSN) policy in the Netherlands (June 2008) can be described as a very limited variant of the multiple strategy based on the BSN number. There are two reasons for that. First, because the law does not require the BSN to be used if there is a legal basis for another personal number that takes precedence over the citizen service number. Also, the BSN Act also provides ample space for quality monitoring and identity fraud prevention with other personal numbers with related personal data, also preventative. 

The final part of checklist III concerns the development in time of personal number systems. That appears to feature a certain logical pattern. When choosing between a number system and a number strategy, it is advisable to take that into account.

Finally, Section IV of the checklist discusses by way of a summary of the aspects covered a step-by-step plan for the design, selection or assessment of a (personal) number system. 

THE CHECKLISTS

I
Properties of number systems

I.1
Function

Number systems fulfil many functions, often several at the same time. The ability to uniquely identity a single instance in a series is in itself an important function. A case in point is when one wishes to lay down a detail in a register or indicate a certain sequential order, as a butcher would, for instance. By using a number it is possible to trace a detail and also establish that two details belong to each other, for verification purposes perhaps. Verification is much more effective with numbers than with words alone (name and address details) or images (photograph, signature, logo). When comparing details of the same persons, objects or occurrences from various sources, linking by number can prevent or, conversely, reveal errors. If a number contains a property of a person or object (year of birth, sex or expiry or place of issue), this information can easily be passed on to somebody else by using the number. Number systems improve the management of data collections by counteracting contamination and fraud with other numbers and related details. It is important in this context that number systems not only facilitate the verification of an individual detail, but also verify at the level of the number series as a whole, for the double occurrence or omission of numbers, for example. It is important, for instance, to the quality of a personal number system to be able to check whether somebody is wrongly using several numbers or that a single number is wrongly being used by several people. 

I.2
Scope of application 

Number systems have a certain scope of application, regarding both content and geographical range. The butcher's order of service is used internally for serving customers (content) locally (geographically). Other number systems are public and are used in a sectoral or chain context. A car registration plate relates to road traffic in all its aspects (content) and can, on the basis of the country of vehicle registration, be used by everybody, both nationally and internationally (geographical). Besides sectoral or chain numbers, there are also inter-sectoral or chain-transgressing number systems. These systems are used in several sectors or chains. Finally, there is the alternative of a general national number, e.g. for people, the use of which may be rendered legally compulsory. Viewed from the perspective of the Netherlands, this is the most extensive area of application, but from an international perspective a number of this nature is also geographically and functionally limited in more or less the same way as sector and chain numbers. The use of these numbers does not have to be the same within the geographical area of application. A certain sector in the one region can use its own sectoral number, for example, while the same sector in another region uses a general national number. Without running ahead of a later analysis, it is interesting to monitor the gradual changes in the scope of application on the basis of the history of the SOFI number/BSN. The SOFI number has been used for years as the national tax number, but since 1988 also for social security matters and since 2001 for education. Since 2007 in its manifestation as a citizen service number it has been the national personal number with compulsory usage and since 1 June 2008 also as the healthcare number, while the SOFI number is back to where it started: a national tax number for those who cannot be issued with a BSN.

I.3
Unicity

A number's unicity has two dimensions: time and place. A house number is unique in the same street. It is not related to one particular house, as once that house has been demolished it will be reassigned to a new one at the same location. The house number is permanently unique within the geographical limitation of the street. The butcher's number is an example of a unique local number that has a very short life-span. This number can be disposed of immediately after use. The sole issue of importance is that two of the same numbers do not occur at the same time in the queue. Missing numbers or series of numbers are not important, because they do not affect the order of the numbers that are present. 


Other numbers are temporarily unique for a longer period of time in a large geographical area. A car's chassis number, for example, must remain unique for a long period of time and requires a large geographical range. That number does not lose its significance until the car is scrapped. After a certain waiting period, the number could be assigned to a different car. A temporary unique number is also sufficient in the area of application immigration and naturalisation. This aliens number must guarantee for the period of time that a person stays in the Netherlands as an alien that data and decisions relate to the right person. Ultimately, however, that person assumes Dutch citizenship or departs. The aliens number can therefore be discontinued following the completion of the admission procedure or the stay in the Netherlands. If the number is to be maintained for longer after all in order to prevent a rejected asylum seeker reapplying for asylum, it is better to rely on a fingerprint check than a number.


Conversely, a BSN must last for longer than a person's life since confusion with the data of somebody else must be avoided for years after a person's death. What is required for this is a unique number which is never assigned to another person. 

I.4
Format

Number systems feature a wide range of formats. A telephone number in the Netherlands has ten positions, a BSN/SOFI number nine. The number of positions required depends on the application. A number does not have to comprise only digits, but can also contain letters. An apartment, for example, is often indicated with a combination of digits and a letter. Car registration plates and chassis numbers are also alphanumeric. One of the advantages of letters in a number is that a position of a letter can have 26 different values, as opposed to that of a digit which only offers ten alternatives (0-9). Another advantage is that a number with digits and letters is usually easier to read and to remember than a number of equal length containing only digits. 

I.5
Significance

Numbers often contain visible or hidden information (Blocksma and Van Maanen, 1990). Many personal numbers make use of the date or year of birth, thus indicating the holder's age. Those who know that the road network in the Netherlands is numbered clockwise from Amsterdam can use this concealed information without much topographical knowledge to work out that the A1 goes to Amsterdam, whereas the A27 probably does not. The German car registration plate indicates with the first letters the area in which the car is registered. The Dutch registration plate, on the other hand, contains a sequential national number system with six letters and digits, so that the number individually indicates the approximate year in which the registration number was issued. Some numbers also contain a reference digit to indicate whether there is anything wrong with the number. The BSN/SOFI number, for instance, consists of 9 digits, the last of which is a reference digit. To calculate that last digit, the first digit is multiplied by 9, the second by 8, and so on, and the results of these multiplications are added together. The result is then divided by 11. The digit that is carried after the division forms the ninth digit of the national insurance number. This verification digit makes it possible to detect writing errors or citizen service numbers that cannot exist. 

II
Aspects of personal number systems in privacy law

The critical aspect regarding the position of a number in privacy law is whether it can be traced to a person, possibly by making serious effort to do so. The Data Protection act applies to these numbers, and – depending on the degree of sensitivity of the number and the purpose of the process – prescribes various protection regimes. Protection of privacy for numbers by name and other numbers related to personal data (the accompanying name can be established with some, not disproportionate, effort) has been harmonised within the European Union. 

As well as the Dutch Personal Data Protection Act, there are often special laws that are applicable, such as the Passports Act (e.g. in relation to the document number), the Municipal Administration Act (GBA), for the A-number used in that Act or the Personal Public Service Number (General Provisions) Act for the BSN. 

To establish whether a number is a personal detail the application must be viewed as a whole rather than looking only at the number. We therefore have to take account of all the surrounding technical, procedural and organisational provisions. A person whose identity cannot be established without making a disproportionate effort is considered anonymous. If a personal number remains entirely anonymous within an application, it is justifiable for no special protection to be provided for its use by privacy legislation. Semi-anonymity (also called pseudonymity) is defined as there being at least one body that knows (e.g. the body that issued the number) the identity of the personal number holder, while other users of the personal number cannot find out. In this example the Data Protection Act does apply to the number issuing authority. 

Given below is a policy framework in privacy law for systems involving personal numbers or other numbers that must be regarded in a specific application as personal data (for the sake of clarity, these numbers will be referred to below under the general term 'personal numbers'). 

II.1
Clear, recognisable and permissible objective

The objective of using personal numbers must be clear and identifiable to all parties involved. The use of a personal number must in principle remain restricted to the original purpose. The requirement of clarity and recognition is in principle met in the case of use by (semi) public authorities if usage is provided for in a generally binding regulation. 


It is not permissible to collect and/or use personal numbers in violation of the current regulations. In assessing the admissibility of an application, the balance of power between the citizen or client versus the government or company plays an important role. There is however also a grey area in which it is less easy to establish whether the application is admissible. It is in any event important that unrestricted objectives are avoided. 


The increase in identity fraud does however give rise to the question of whether protecting someone's identity against being assumed by another personal automatically constitutes the compatible processing of reference data within the meaning of the first paragraph of article 9 of the Personal Data Protection Act, even if the reference data were originally collected for a different purpose. Purpose-restricted application remains a dynamic criterion. Can number administrators mutually compare their personal details related to the same BSN as 'compatible processing' in order to detect identity fraud or to counteract the contamination of medical dossiers with the details of people other than the lawful holder of that citizen service number? The answer is probably yes if properly provided for and known to the person concerned. Certainly, if the person concerned has requested this protection himself.

II.2
Proportionality and subsidiarity

The use of a number system must be proportional, which means in reasonable proportion to the purpose for which it is used. 


Subsidiarity means that if the objective can also be achieved in another, less radical way, that way must be given preference. The objective must for example justify the use of a personal number being compulsory; otherwise the number must be used voluntarily. The subsidiarity requirement is also met by using a number with less far-reaching properties (such as a temporary number rather than a permanent one) or by screening the number in such a way that it is not possible to infringe someone's privacy (compare the Austrian solution with that of the Dutch government, see under II.8). A case in point is the rule that a personal number may not be centrally stored if its objective can be equally achieved with non-central storage on a chip card for which the holder of the number has full right of say. Another example of the application of the subsidiarity principle is that the general personal number must not be stated in full on the identity card, because a simply copy of an identity card with the full number would make identity fraud too easy. After all, the rightful holder can reasonably be expected to state the correct, full personal number as well as presenting his identity card. 

II.3
Precise delineation of the target group

A number system's target group must be clearly defined in advance. This is especially important to communication with that target group and to the way in which the legal relationship between the parties is shaped. If the target group comprises the entire population of the Netherlands or a municipality, it makes sense to regulate the number system by legislation or (municipal) by-law. If, on the other hand, the target group is the personnel of a company or a shop's clientele, it will be appropriate to include regulation in the collective bargaining agreement or employment contract or general conditions respectively. Finally, the precise delineation of the target group is also important for verification of the data collection. 

II.4
Voluntary or compulsory use of personal numbers 

Leaving aside the moral and ethical limits and measures designed to protect people from themselves, the voluntary use of personal numbers for private purposes is in principle permitted. But when is voluntary cooperation truly voluntary? If a party occupies a monopoly position or a position of power, such as the government in relation to the citizen or the employer in relation to an employee, that co-operation cannot be regarded as completely voluntary. It is not however only these market conditions that determine the issue of true freedom of choice. Complete freedom of choice can only exist if there is an alternative of equal value without the compulsory use of numbers. A party who issues or uses a personal number will have to meet stricter conditions in keeping with the number of question marks that can be placed alongside the extent to which use of the number is voluntary. An example of a condition of this nature is that the voluntary character must be attested to by the unequivocal, express permission of a personal number holder. 

II.5
Storage

There are various ways of storing personal numbers. The two extremes are storage in a central database of all numbers and non-central storage, where each number is stored separately on a document or chip card that is issued to the holder. 'Central' in this context means that all stored personal numbers with the additional personal details are directly accessible and can be compared in a single evolution. The data can be physically stored in concentrated form in one place, but that is not necessary. Using a central database of this nature makes it possible to carry out checks that would not otherwise be possible. A number administrator with a central database can for instance directly establish whether someone has already been included in the collection but under another number. He can also ascertain whether a number is registered in the name of more than one person (which is not the same as someone using someone else's personal number, which the number administrator cannot automatically see in the case of central storage). The distinction between central and non-central is of legal significance because central storage involves more social risks. The number issuing authority will have to clearly balance the interests between relevant alternatives for an application. 

II.6
Scale

It is important that a large-scale, general personal number is sooner eligible for governmental supervision or for governmental regulation than a small-scale sectoral personal number because the risks to security and privacy of the holder are less manageable in the first case and the chances of identity fraud succeeding are greater. Small-scale applications are less risky and could in principle also promote security and privacy; certainly if there are many small scale applications with various, independently managed number systems. 

II.7
External supervision

It can be desirable to have the use of personal numbers supervised by an independent party. This could be the Board for the protection of personal data or the privacy official provided for in the Data Protection Act. Other options include an ombudsman or another third party. 

II.8
Security

Unauthorised access to and/or use of personal numbers must be prevented. The storage and use of personal numbers must therefore be appropriately safeguarded, and the level of security must be higher in keeping with the interest involved in the personal number being protected. This security requirement of the Data Protection Act related to the interest being protected is separate from the requirement that the Netherlands Penal Code sets for a punishable violation. A violation is only punishable if 'any security' shows that there was a will to safeguard the number. 


In the area of the secure use of personal numbers there is an interesting development taking place, which has already been introduced under the heading of the 'Austrian model'. In that model, the unique personal identification number (PIN) is firstly prevented from being taken outside of the central population register. The central sourcePIN authority first issues each citizen with a pseudo-personal number derived from that PIN, known as the sourcePIN. This is obtained by adding a secret value to the personal number and encrypting the resulting number with the secret key of the central authority. This sourcePIN cannot be used: even if the issuing central authority is not permitted to keep a copy of it. It is only issued to the holder in combination with the public key of the issuing authority on a token he can use to place his electronic signature. If he does that successfully, we know that he is the right person. If the decryption using the public key of the central sourcePIN authority yields a readable certificate, we also know for sure that the sourcePIN is authentic, even though it is not possible to get hold of the sourcePIN itself. For each public sector a separate, sector-specific PIN (ssPIN) is then derived from the sourcePIN by adding the sector code to the sourcePIN and then applying a one-way hash function that ensures that neither the sourcePIN nor another ssPIN can be back-calculated from an ssPIN. Sector-specific personal numbers belonging to the same citizen cannot therefore be traced back to each other, either. This facilitates screened sector-specific online communication with and about the citizen, as well as administrative verification and data linkage (Hayat et al, 2005). 


This screening of the original PIN and the sourcePIN derived from it is a technical safeguard at the level of the personal number itself, a welcome addition to the current security measures at higher system levels, such as the personal number system as a whole (e.g. a password-protected token), the procedure (e.g. authorisation) and the organisation (e.g. division of tasks). The general idea underlying the screening and encryption of personal numbers is that in the event of loss, theft or other misuse it is possible to derive new sector-specific sourcePINs as required, without placing the original PIN or sourcePIN under threat. For that reason, we refer to these as disposable personal numbers. 


In this section II.8 we look mainly at the screening of the original PIN and the derived sourcePIN; interoperability with other personal number systems and the sector-specific derivation of disposal personal numbers, two other elements of the Austrian model, are returned to in III.1 and III.2.

III
Number strategy

III.1
Positioning (vertical and horizontal)

We can identify three different levels in the information management of a chain: The 'base' of a chain, known as chain level and a general level above one or more chains. 
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Figure 1. Number systems at three levels.

Figure 1 shows how number systems can be positioned vertically at three levels: internal number systems, chain numbers and general numbers. A number system at the 'base' of a chain refers to an organisation that manages its own number system. These internal number systems are used by one or more parties in the chain in their direct communication from their own source registers. If the system is managed collectively by or on behalf of all organisations in the chain, i.e. independently of the individual chain partners, a number system is positioned at chain level. In that case this concerns a 'chain number' and the personal number system is a 'chain number system', i.e.: part of the information infrastructure of a chain (Grijpink, 2007b). A chain number supports and steers the exchange of information in the chain from the knowledge level. General number systems can generally be found at a level above chains. These are not chain-based and can be used for many applications in many chains, national and international, depending on specific arrangements.

That takes us to horizontal positioning: what should we do about similar numbers from other domains or countries? Will residents of other EU Member States in the Netherlands be given a Dutch BSN for their relationships with the Dutch government, or will we opt for a structure in which non-Dutch numbers can be incorporated? In that case we could describe the BSN system as being interoperable, as experimentally demonstrated for the Austrian model (Hayat et al, 2005). 


This strategic choice is important to the future of many personal number systems in the European Union, whether it concerns the medical dossier, the criminal record or any other socially important area of European chain cooperation. Will a foreign patient be given a unique Dutch citizen service number, or will we opt for interoperability? In the current situation the Netherlands is not opting for interoperability for maintaining a system in which the old SOFI number will for the time being remain in existence for this group until the plans for registering non-citizens have been brought to fruition, so that all foreigners with a relationship with the Dutch government will be assigned a unique Dutch BSN. That way, the stock of available BSN numbers will be exhausted at a faster rate.

III.2
Chain or sector connection

Chains can be regarded as temporary cooperation patterns surrounding a dominant chain problem (Grijpink, 2002; 2006a; 2007a: p. 47 ff). Solving a recurring chain-wide problem such as this which cannot be tackled by any chain partner alone calls for structural partnership. The stock breeding chain, for instance, has to provide healthy meat; in the criminal chain the government must impose sanctions on criminal offences with a person-based, tailored approach in order to prevent recidivism, and in the asylum chain we have to ensure that undocumented aliens - if admitted - can only have a single new identity (henceforth the only correct one!) in the European Union. 


The tenet of Chain computerisation (Grijpink, 2002: p. 17 ff; 2006b: p. 29 ff) that I have developed is based on the notion that there is no all-encompassing authority in a chain, as a result of which the decision-making process is unclear and rather irrational. Parties are repeatedly placed in unexpected situations. For as long as a dominant chain problem keeps the chain in its grip, the chain problem functions as the 'boss' in the chain. As soon as the dominant chain problem shifts, the chain resolves itself or regroups around a new dominant chain problem. For as long as a personal number system is absolutely necessary to the chain-wide approach to the dominant chain problem, there will be sufficient support for the joint management of the number system in accordance with the requirements of that specific dominant chain problem. But a dominant chain problem continues to move and cannot be caught up with by a more urgent dominant chain problem. If an existing chain number is no longer as necessary as it was, the partners in the chain are no longer motivated to properly manage the chain number system and actively monitor it against misuse and fraud. The contamination increases, and as time passes it is only occasionally used internally by a few chain partners. In terms of the tenet of Chain computerisation, that number system then loses its chain position and 'drops' to the 'base' of the chain. A realistic and dynamic chain concept such as this is useful to understanding the difficulties and vicissitudes of number systems in chains.


A number system, then, must be designed primarily for its function in the chain. That, after all, is what determines which requirements are set for the number and the number of errors or volume of fraud that threaten the functioning of the chain. A short distance from a number system to the dominant chain problem creates many chain-related self-cleaning mechanisms for management, especially when the number system is absolutely indispensable to solving the dominant chain problem. Only then can the number system maintain itself for a longer period of time at chain level. How long that will remain the case remains uncertain because unpredictable and unclear chain processes constantly erode the support, and the dynamic chain concept of the tenet of Chain computerisation also warns against its temporary nature. But because of the hold of the dominant chain problem, that support is much greater than that for a number system that has no direct relationship with a dominant chain problem, and can therefore not benefit from many chain-related, self-resolving mechanisms. Non-chain-related numbers (both internal and public general) are in principle more difficult to manage and gear to the diverse requirements of various chains. The starting point for a number strategy is therefore that the number system is chain-related. 


Chain linkage can however be achieved in various ways, with the extreme variant being an individual chain number system. Two other forms include the chain-specific derivation of ssPINs from the secret sourcePIN as described in II.8 (Hayat et al, 2005) or a chain-specific linking of a general personal number to a chain-related personal detail. In that case we could use the citizen service number in the healthcare sector, but extend this by several positions for stable personal characteristics or chain-specific details that cannot otherwise easily be identified by someone else (blood group and rhesus factor, for example). The advantage is that only the BSN is given in the identity card, while the additional positions also correspond with medical details that are regularly and carefully checked as a matter of course during the medical treatment, without that being regarded as an identity check! That way, someone's personal details can be more safely linked within a chain than with the citizen service number alone, while the personal details of the same person from several chains cannot be directly linked.

III.3
Using number systems in multiple chains 

This point can best be explained with a concrete and topical example, the SOFI number/BSN. Up until the middle of the nineteen-eighties, the original (tax) number was only used internally by the tax authorities. It was not issued externally. Since 1985 it has been a public number, and since 1988 it has also been used by the 'social security' sector, rechristened as the 'national insurance number'. In this sector the national insurance number began to function as a framework for registering, accessing and linking details about work, social security premiums, benefits and facilities. It was not permissible to use the national insurance number outside of those two sectors. That changed in the middle of the nineties: a start was made in 1996 with placing the national insurance number on the passport and driving licence, two general ID documents. A wide range of bodies, both within and outside of the public sector, can now legally take over and use (internally) an ID document that has been presented to them. In 2001 the national security number was legally designated as the education number for verifying and costing schools and other applications in the education area. In 2007 the SOFI number was legally elevated to the status of general personal number and rechristened as the citizen service number (BSN), with the SOFI number being provisionally retained for special groups. Since June 2008 the citizen service number has been the statutory unique identification number for the healthcare sector. Using the BSN for access purposes will eventually make it possible to create a virtual patient file. Table 2 summarises the gradual development of the national insurance number/BSN: from secret internal number to compulsory general personal number, with the old SOFI number being provisionally retained for non-residents. 

	Policy area

(ministry)
	Application
	Notes

	Ministry of Finance
	taxation, payment 
	secret internal tax number until 1985, and then public; designated since 2007 for non-Dutch nationals not resident in the Netherlands. 

	Ministry of Social Affairs and Employment
	registration of employment, social security contributions, benefits and facilities
	also used since 1988 by the 'social security' sector

	Ministry of the Interior and Transport, Public Works and Water Management
	identity

(SOFI number on passport and driving licence)
	also used for the identity chain since 1996

	Ministry of Education, Culture and Science
	education funding and other applications
	also used for the education sector since 2001

	Ministry of the Interior and Kingdom Relations
	identity (citizen service number passport and driving licence)
	The BSN has been the general personal number since 26 November 2007 

	Ministry of Health, Welfare and Sport
	medical patient file
	Since 1 June 2008 the BSN has also been used by the healthcare sector


   Table 2. Development of the SOFI number/citizen service number. 

This example illustrates how tempting it is in practice to use a number already existing in a specific sector or chain for other ones. This appears to be an effective approach, but the (partly hidden) costs of shared use are often underestimated. This is because people often do not have a clear image of the increasing management problem and costs because of the multiple-chain usage. After all, the general number plays a different role in each chain. Moreover, each chain is affected by different chain-specific sources of contamination. In the case of shared use, this leads to unexpected management problems because people in the one chain have no idea about the specific contamination sources and forms of fraud in other chains. That often results in errors beginning to accumulate. If someone without valid documents identifies himself to his employer in the Netherlands with the driving licence of someone who resembles him (known as 'look-alike fraud'), his employer also registers the BSN of the official holder of that driving licence for the payment of income tax and social security contributions. No further checks are carried out, since that information is given in the driving licence. A fraud in the identity chain thus has implications for the tax and social security chains that only come to light much later. Similarly, general usability increases the value of the number, which makes abusing that number more attractive. That is why a general personal number is difficult to administer.


The starting point for a robust social number strategy is therefore that number systems are chain-based and chain-specific, and that multiple chain use is only advisable under special circumstances (see III.4). The shared use of existing number systems usually throws up too many problems for this.

III.4
Management of number systems 

Number systems become contaminated by usage, by changed circumstances and sometimes by the mere passage of time. Writing errors are virtually inevitable. Some details change in the course of time. An incomplete statement sometimes results in a second number being issued to the same person. A different character set in an information system, only using capitals or without diacritic characters (č, g, œ, ů, etc.), for example, soon results in different writing methods. The later registration of details containing writing errors or differences can result in the details of several people or social objects being erroneously registered under one number, or the details of a single person or object being registered under several numbers. Contamination of number systems is therefore not necessary deliberate. On the other hand, if the holder of a personal number has an interest in obtaining a second number or linking a detail to another number, there are in practice many ways in which such behaviour is elicited. Improper usage or misuse can in turn result in new incorrect registration and links. In practice, each chain has a dynamic of its own which features specific temptations and alternatives for improper use or misuse of a number. Numbers to which a high economic or social value is attached are extra vulnerable to this. 


The necessary characteristics, the desired reliability and the administration requirements of a number system are dependent on the chain work process and the requirements set by the specific dominant chain problem for that number. Table 3 gives an impression of the varied requirements set for this by the various chains using the BSN. 

	
	Tax matters
	Social security
	Identity
	Education
	Healthcare

	Purpose
	registration,

payment of tax
	linking and (informal) recognition
	linking and (formal) recognition
	counting students 
	linking and (formal) recognition

	Durability
	duration of obligation to pay tax
	period of a person's financial independence 
	permanent 
	school period
	permanent 

	Error tolerance 
	fairly high
	fairly low
	very low
	fairly high
	extremely low

	Risk of fraud
	high
	very high
	high
	low
	high


              Table 3. The citizen service number (BSN) in five social chains.


Following on from this, we can identity various forms of management. In table 4 a distinction is made horizontally between passive and active management, and the scope of the management activities is given vertically, from issuing a number to monitoring its use. That culminates in six different management forms for number systems. Depending on the application and value of the number, a chain features some general but also chain-specific sources of contamination and forms of fraud. A number administrator can prepare himself for this by making use of all chain-related self-resolving mechanisms. Generally speaking, people can opt for the simplest and cheapest management form that meets the requirements. Management variant 1, for example, is therefore generally adequate for a temporary chain number for objects, whereas management variant 6 is perhaps more appropriate for the management of a permanent public personal number with substantial social value. 

	
	Passive
	Active

	Issuing
	1

allocation on request
	2

allocation, with legally-prescribed ID check based on documents and other data. 



	Administration 
	3

registration of holder details 
	4

registering holders' details, and period check of the holder's rights to prevent misuse. 



	Monitoring
	5

registering details about the use of the number and registering misuse or attempts at misuse. 
	6

registering details about the use and registering misuse or attempts at misuse, and combating misuse, before and after. 




          
Table 4 Six management forms for number systems

We are now able to define more clearly the adverse effects of multiple chain use. Table 3 showed that various chains set varied requirements for a number and, accordingly, its management. Now that the citizen service number is being used as a unique patient number in the healthcare sector, the very low error tolerance in medical healthcare calls for the most intensive form of management in table 4. The costs of this are in no way in keeping with the lighter management requirements in the tax and social security systems, where the adverse effects of extra fraud can be soberly weighed up against the additional costs of fraud prevention. Similarly, general use increases the value of the citizen service number, which makes abusing that number more attractive. Because the propagation of errors and risks from one sector to another is difficult to predict or manage, the requirements of the most vulnerable sector must be applied for the management of a general number system. There is usually a lack of support for the costs of this maximum management variant in sectors which themselves set less strict requirements. For this reason, multiple chain usage in practice is unfortunately often directed at the minimum management variant regarded as being necessary by all using chains. This has serious implications for the more critical or vulnerable areas of application. 

The key principle that number systems are in principle chain-specific is therefore related (among other things) to the ability to optimise management within the requirements of the chain. People will in these cases generally opt for the simplest management form that matches up with those requirements and circumstances. This key principle also implies that the multiple chain usage of existing number systems will not usually be an effective number strategy. Multiple chain usage can only be an effective number strategy if: 


•
the requirements of various sectors are comparable


•
the value of the number is barely increased by the multiple chain usage


•
the chain-specific sources of contamination are similar


•
the knock-on effects of errors and fraud from one chain to another are reasonable predictable and manageable. 


Under those circumstances, the number system can be managed optimally for several chains at the same time. 

III.5
Social effects of number systems

Two social effects of number systems are important to the scope of this checklist (Grijpink, 2007a: p. 135). Numbers are first and foremost important to streamlining the exchange of information between autonomous organisations in chains with the aim of structurally combating errors and chain failure. Numbers provide guarantees against writing errors and discrepancies, but there are many management routines available for numbers that are more difficult to put in place with text or images. A number system at chain level makes it possible to verify personal details for all chain partners collectively, without those details having to be placed in the parties' internal source registers. With a number system, and a reference index, for instance, it is also possible to put in place a wide range of chain alerts, as described elsewhere (Grijpink, 2006a; 2007a). The result of this is that the chains function intelligently, without each of the parties having to create large databases that cannot subsequently be kept up-to-date and if used repeatedly can lead to erroneous decisions being made. 


Secondly, number systems offer ways of enhancing the protection of privacy when processing and exchanging personal data. When using a number system in a chain's information infrastructure, the protection of privacy can be structurally enhanced in two ways: 


•
by having personal data registered and exchanged in the chain using the chain's own number as much as possible, the ability of the chain's own employees to link these personal data to details from other chains is structurally reduced. If more than the chain's own number is needed for a certain action, the number system can be used for the additional personal details. In the information society of the future, more attention will have to be paid to this internal protection of personal data. We are still concentrating too much on limiting the external issue of data. 


•
For communication between chains, the chain number of the demanding chain can be converted by a number administrator into the number of the chain on which the demand is being made, and vice versa. Numbers that are alien to the chain are thus prevented from spreading further, and the origin of a detail or a question can be screened off. If the criminal chain wants to find out whether a detainee is receiving benefits, the enquiries to the social security sector must be made with the BSN rather than the VIPS number of the criminal law chain. If the VIPS number was visible to bodies in the social security sector, everybody in that sector would be able to see that the person in question was about to be imprisoned for a longer period of time, while at that stage of the enquiry this information does not need to be further distributed (Grijpink, 2007a: p. 138). And that is precisely what the privacy regulations guard against. 


In the years to come (personal) numbers in electronic transactions will have an even clearer identification function than is presently the case. That is why compartmentalising the use of personal numbers with a view to protecting privacy is no less important than using numbers to prevent errors in chain communication. Both social advantages depend on the existence of chain numbers. Properly managed chain numbers are therefore a future-proof starting point for all social number strategies. As we shall see in III.6, that does however have implications for the use and management of general personal number systems. 

III.6
Single and multiple number strategies 

In this section of the checklist we develop a starting point for choosing between a singular and a multiple personal number strategy. A singular personal number strategy is one in which either the differentiated or the uniform approach is taken. The differentiated approach works in essence exclusively with a number of independently managed chain numbers; the uniform approach works only with a single, compulsory general public number. The two approaches are therefore mutually exclusive. Opposite the singular personal number strategy we have the multiple number strategy, which combines the two approaches. This is not an automatic process. As soon as the two approaches are combined, the synergy between the general and chain numbers begins to play a role. That explains why the choice usually amounts for the sake of convenience to deciding between two singular approaches. But for personal numbers this leads to an incorrect assessment. As is explained below, the multiple number strategy for personal numbers is in fact conceivable, but not with a compulsory public general personal number. And that is the very singular number strategy that gains the upper hand time and time again in the discussion! 


Let us turn first to a more detailed look at the two single number strategies. At opposing ends of the scale we have the differentiated and the uniform approach to using numbers. If we have to choose between them, the differentiated approach with a number of independently managed chain numbers will be preferable. After all, chain numbers yield the most flexibility of use and facilitate the effective management of each number system within the constraints of its own chain. The advantages of chain-related, self-resolving mechanisms can be used to the full. The social or financial value for the holder is divided over several individual personal numbers, so that the value of each number remains separate and each number is less vulnerable to misuse. Chain numbers all offer the most alternatives for streamlining chain communication and protecting our privacy. Chain numbers that are managed independently of each other provide comparison material for quality protection and identity fraud prevention by the number administrators. 


As opposed to the differentiated approach, we have the uniform approach with a single compulsory general public personal number. The purpose of this number strategy – as implied by the term 'uniform' – is the compulsory use of this personal number in a wide range of situations, regardless of the chain processes being supported and regardless of the problems being solved using the number. A personal number system of this type therefore lacks a direct relationship with a dominant chain problem, so that chain-related, self-resolving mechanisms work less well. Making widespread use of the one general personal number increases its value, which makes it more vulnerable to misuse and fraud. However, the verification alternatives reduce at the same time because chain numbers are often displaced by making it compulsory to use the general personal number, as a result of which fewer independent chain number systems remain in place for quality protection and identity fraud prevention. Consequently, number management automatically seeks the lowest point: although the number management must – as we have seen – be directed at the most demanding chain that it serves, it is often the case that there is no support for the extra costs involved, so that in practice we make do with a minimum management effort. 


The multiple number strategy combines the advantages of both singular approaches and thus does not choose between the differentiated and the uniform approach. With the multiple number strategy we make use of both independently managed chain numbers and more general personal numbers, with both approaches in an evenly balanced mix. Number administrators can compare chain numbers with each other, with one or more general personal numbers helping to establish whether the right person has been identified. That makes it possible to expose identity fraud and protect vulnerable data sets against contamination. For general personal numbers to be used for this purpose we have to choose numbers that will not harm or displace chain-related personal numbers, but which could actually increase the reliability of chain-related personal numbers. A compulsory general personal number is not suitable for that purpose because a number system of that nature inevitably displaces chain numbers, leaving us with the singular number strategy with the least desirable - uniform - approach! The multiple number strategy is thus only stable if use of the general personal number is not compulsory. A multiple number strategy thus provides ample scope for (well-managed) public chain numbers, with the spin-off benefit of the extra verification alternatives resulting from the use of general personal numbers. There are already various bodies with tasks in the area of law enforcement and security that have general, non-public personal number systems that can be used for quality protection and identity fraud prevention in the back-office for a wide range of chains that may ask for verification of their chain number details. They should not be forced to do so, because then the chain numbers will be pushed aside by the compulsory general personal number thus eliminating the availability of checking information. We can continue to think along these lines in the multiple number strategy. 

Examples

The situation regarding the current citizen service number (BSN) policy in the Netherlands (June 2008) can be described as a very limited variant of the multiple strategy based on a public general personal number, the BSN number. This is first and foremost because the law does not require the BSN to be used if there is a statutory basis for a (chain) number that is given precedence over the BSN in the sector in question. The second reason is that the BSN Act also provides ample space for quality monitoring and identity fraud prevention with other personal numbers with related personal data, also preventative. 

The Austrian model opts for the singular strategy with the differentiated approach, based on a number of the chain numbers derived from the sourcePIN, which cannot be traced back to each other (ssPINs). Whereas the BSN is a public number in the Netherlands, that is not the case with the Austrian PIN and the sourcePIN derived from it. Neither of them can be used for communication or linkage. 

A multiple number strategy or the differentiated approach can only work well if the management of the chain-based personal number systems is greatly improved as well. Our large personal number systems are currently inadequately managed. The management of number systems as a profession is still in its infancy. We barely have any experience of purifying a complex and contaminated personal number that has arrived in the multiple chain use phase. Professional number system administrators could achieve a great deal by mutually exchanging information for quality protection and identity fraud prevention purposes. A powerful boost to improving the management of important number systems and professionalising this important profession of the future will be necessary to prevent a situation in which people wrongly resort to a single compulsory general public personal number that will put paid to many chain numbers. 


The key principle, then, is that a complex information society calls for a multiple strategy for public personal numbers. The emphasis is placed on chain numbers. Professionalising their management is a priority. If necessary, sector and chain number administrators will or will be able to fall back on supra-sectoral checks carried out by authorised bodies with their own internal, non-public personal numbers. This results in a robust conglomerate of personal numbers that are up to the increasing demands of reliability and safety in an information society without borders. 

III.7
Development patterns of number systems 

It appears that there is a certain logic in the development pattern of a number system. This can be responded to when developing a number system or a number strategy. Table 5 shows the model, with the logical sequence of the stages of development for a number system. This follows a number system from phase 1, in which it is used as an internal number by an organisation, to phase 7, in which it returns to being an internal number, but is now used by a body that uses it as a non-public (internal) aid to help manage chain numbers. The dynamic that ensures that a number system grows from the one development phase to the other arises mainly from the improper use and misuse of numbers and from the export of a number system to other sectors. That is why the logical sequence of the development steps shown in table 5 is not often seen in practice. The interplay of forces in practice results in a more zigzagging chronological growth pattern. 


•
Phase 1: The internal use of number systems phase. An example of a phase 1 number system was the tax number when it was only used as an internal registration number for tax authorities and could not be called up. 


•
Phase 2: This phase begins with the disclosure of a number, after which it is used chain-wide without there being a collectively managed chain-specific information infrastructure. That is a characteristic of phase 3. The number system first functions as an administrative number, but it can gradually develop informally into an aid to identifying people or objects. 


•
Phase 3: The third phase is typified by a formal, public chain number. An example of this is the internet IP address system, which is used to transport packets of information from one connection to another. That number system is collectively managed, independently of the individual interests of an internet service provider (ISP). The telephone number is another public number in phase 3, with collective management in development, which has formally gained an identification function since the introduction of the call ID system. The Austrian ssPIN system fits within this phase.


•
Phase 4: This phase is characterised by informal multiple chain use. The postcode-house number system is a number system at chain level in this phase because it is informally used by other sectors for verification purposes. In this context, 'informal' means that individual partners from other chains use a number without that use in that other chain developing into a generally accepted method. 


•
Phase 5: Formal multiple chain usage. This was the case for the SOFI number in the period from 1998-2007. 


•
Phase 6: Informal general usage. The Netherlands already has some non-public, general number systems that are used as internal numbers for comparing details from several chains, such as the A-number of the Dutch municipal residents’ database (GBA). The Austrian sourcePIN forms another example.


•
Phase 7: In this phase the number formally serves as a public, general identification point. The citizen service number has been in this phase since 2007.

	Phase
	Scope of application
	Functions

	1
	internal use 
	registration 

	2
	public number with chain usage, but without collective, independent management
	initially administrative number, often develops into an informal aid for identifying something or somebody. 



	3
	public chain number with collective, independent management. 
	in this phase the administrative number develops into a formal aid for identifying something or somebody. 



	4
	informal multiple chain usage
	used informally by other chains, e.g. for verification (functions in the other chains as an 'internal' number, see phase 1)



	5
	formal multiple chain usage
	officially adopted by another sector as its own number (see phase 3, the process repeats itself)



	6
	informal, non-public general usage, without collective and independent management
	the general number is not public and is used by the authorised bodies as an internal number of comparing details from several chains. 


	7
	formal, public general usage, with collective and independent management
	the number serves as a public, general identification point


Table 5. Growth path of a number system

IV
Summarising step-by-step plan for a number system. 

IV.1
What do the parties involved want to use the number system for? Which characteristics does the number system need (checklist part I, function, area of application, unicity, scope and significance of numbers)? Benefit from the wide range of alternatives so that the number can meet the requirements for a long period of time. Also consider easily transferable visible information in a number and the use of verification methods within the number to avoid writing errors and to check for feasibility. Do not opt for a permanent number if a temporary one is sufficient. If the number system must remain in place for a long period of time, take account of the increasing size of the target group with the passage of time. 

IV.2
Does this concern a personal number that will form a personal detail in the application? If not, there are no special legal restrictions. If so, can the number be used anonymously or pseudonymously? If so, that is the preferable option. If not, the requirements of the law protecting privacy apply (checklist II: look separately at the objective, proportionality and subsidiarity, target group, voluntary nature, storage of the number, scale of application, external supervision and security). Privacy laws set additional requirements for sensitive personal data (the number contains, for instance, information about somebody's race or origin). 

IV.3
Vertical positioning (III.1) is possible at a minimum of three different levels. Look first at chain level. If it can maintain itself there in a stable manner (see IV.4) that positioning is preferable. The horizontal positioning (III.1) calls for a solution for similar numbers from other domains or countries. An interoperable setup is preferable for large-scale national number applications. If it does not prove possible to incorporate similar numbers from different domains or countries using a different method (compare the Austrian model), make sure that there are sufficient numbers, also in the long term!
IV.4
Chain linkage is an important starting point for all number strategies (III.2). In which social chain must the number system play a role? Which role? Is the number system necessary to the chain-wide approach of the dominant chain problem? If not, consider an internal number system and have one of the parties manage that number system. If so, it is a public chain number. In that case, make arrangements for professional and independent chain number management.

IV.5
What type of management is required? In practice there are at least six different forms of management (III.4). Choose the simplest and least expensive form of management that meets the requirements. In this context, pay attention to the requirements that arise from the role that the number will play in the chain, the value of the number in the eyes of the holder and chain-specific sources of contamination and fraud types. 

IV.6
Are there existing number systems elsewhere that can be used for verification in the management of the number? Develop an effective system to compare numbers. NB: this is not multiple chain usage within the meaning of III.3 and III.4. The individual number is not used.

IV.7
Chain linkage is a good starting point for all number strategies. Multiple chain usage results in many additional management problems. There are times when the shared use of a number already in existence elsewhere and not using an individual number can be a good number strategy (III.3 and III.4). This is the case if:


•
the requirements of various sectors are comparable


•
the value of the number is barely increased by multiple chain usage;


•
the chain-specific sources of contamination are similar;


•
the knock-on effects of errors and fraud from one chain to another are reasonably predictable and manageable.

IV.8
Number systems have two important social effects: they streamline chain communication and protect privacy (III.5). Does the application of the number system promote fast and accurate communication in the chain in the approach of the dominant chain problem? If not, develop some chain computerisation solutions on the basis of the chain number (Grijpink, 2007a: p. 19 ff). Does the application of the number system in the chain promote the protection of privacy through registration and communication by number without additional personal data so that personal data are internally protected? Have arrangements also been made to ensure that when enquiries are made in a different chain the specific chain number is replaced by the chain number of the chain at which the enquiry is made (and vice versa), so that when the enquiry is made people are unable to obtain information that they do not need to know?

IV.9
A singular number strategy appears to offer an inadequate basis for large-scale public personal numbers in a complex information society (III.6). This relates in all cases to the protection of the original personal number (compare the Austrian model). Consider a multiple number strategy, but make sure that using the general personal number is not made compulsory.

IV.10
It turns out that there is a certain logic in the development pattern of a number system (III.7). This can help in selecting a number system or number strategy. A step back in the logical line of development is perfectly feasible, but skipping a development phase will not usually meet with success. 
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